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Instances

Absence of Anti-CSRF Tokens 1
Content Security Policy (CSP) Header Not Set 268
Missing Anti-clickjacking Header 52
Vulnerable JS Library 1
Application Error Disclosure Low 144
Cross-Domain JavaScript Source File Inclusion Low 60
Information Disclosure - Debug Error Messages Low 68
Strict-Transport-Security Header Not Set Low 371
Timestamp Disclosure - Unix Low 52
X-Content-Type-Options Header Missing Low 155
Information Disclosure - Suspicious Comments Informational 4
Modern Web Application Informational 52
Re-examine Cache-control Directives Informational 52
User Agent Fuzzer Informational 135

Alert Detail

No Anti-CSRF tokens were found in a HTML submission form.

A cross-site request forgery is an attack that involves forcing a victim to send an HTTP
request to a target destination without their knowledge or intent in order to perform an
action as the victim. The underlying cause is application functionality using predictable URL
/form actions in a repeatable way. The nature of the attack is that CSRF exploits the trust
that a web site has for a user. By contrast, cross-site scripting (XSS) exploits the trust that a
user has for a web site. Like XSS, CSRF attacks are not necessarily cross-site, but they
can be. Cross-site request forgery is also known as CSRF, XSRF, one-click attack, session
riding, confused deputy, and sea surf.



CSREF attacks are effective in a number of situations, including:

Description
* The victim has an active session on the target site.
* The victim is authenticated via HTTP auth on the target site.
* The victim is on the same local network as the target site.
CSREF has primarily been used to perform an action against a target site using the victim's
privileges, but recent techniques have been discovered to disclose information by gaining
access to the response. The risk of information disclosure is dramatically increased when
the target site is vulnerable to XSS, because XSS can be used as a platform for CSRF,
allowing the attack to operate within the bounds of the same-origin policy.
URL https://ga.lacommunitybank.com/site/contact-us
Method GET
Attack
Evidence <form method="post" accept-charset="utf-8" action="/site/contact-us/contact-form">
No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken,
Other csrfmiddlewaretoken, authenticity _token, OWASP_CSRFTOKEN, anoncsrf, csrf_token,
Info _csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token] was found in the following
HTML form: [Form 1: "_method" "email" "formName" "name" "phone" "send_message" ].
Instances 1
Phase: Architecture and Design
Use a vetted library or framework that does not allow this weakness to occur or provides
constructs that make this weakness easier to avoid.
For example, use anti-CSRF packages such as the OWASP CSRFGuard.
Phase: Implementation
Ensure that your application is free of cross-site scripting issues, because most CSRF
defenses can be bypassed using attacker-controlled script.
Phase: Architecture and Design
Generate a unique nonce for each form, place the nonce into the form, and verify the nonce
upon receipt of the form. Be sure that the nonce is not predictable (CWE-330).
Solution Note that this can be bypassed using XSS.
Identify especially dangerous operations. When the user performs a dangerous operation,
send a separate confirmation request to ensure that the user intended to perform that
operation.
Note that this can be bypassed using XSS.
Use the ESAPI Session Management control.
This control includes a component for CSRF.
Do not use the GET method for any request that triggers a state change.
Phase: Implementation
Check the HTTP Referer header to see if the request originated from an expected page.
This could break legitimate functionality, because users or proxies may have disabled
sending the Referer for privacy reasons.
Reference http://projects.webappsec.org/Cross-Site-Request-Forgery

https://cwe.mitre.org/data/definitions/352.html
CWE Id 352



https://qa.lacommunitybank.com/site/contact-us
http://projects.webappsec.org/Cross-Site-Request-Forgery
https://cwe.mitre.org/data/definitions/352.html
https://cwe.mitre.org/data/definitions/352.html

WASC Id 9
Plugin Id 1

Content Security Policy (CSP) is an added layer of security that helps to detect and mitigate
certain types of attacks, including Cross Site Scripting (XSS) and data injection attacks.
These attacks are used for everything from data theft to site defacement or distribution of

Description malware. CSP provides a set of standard HTTP headers that allow website owners to
declare approved sources of content that browsers should be allowed to load on that page
— covered types are JavaScript, CSS, HTML frames, fonts, images and embeddable
objects such as Java applets, ActiveX, audio and video files.
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https://ga.lacommunitybank.com/%27%20.%20$contacts-%3Eyoutube%20.%20%27
GET

https://ga.lacommunitybank.com/%3C/?=%20$menu-%3Emenu_link%20?%3E

GET
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GET
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GET
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GET
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https://ga.lacommunitybank.com/site/%3C/?=%20$menu-%3Emenu_link%20?%3E

GET

https://ga.lacommunitybank.com/site/%3C/?=%20%sub-%3Emenu_link%20?%3E

GET

https://ga.lacommunitybank.com/site/%3C/?=%20%$this-%3EUrl-%3Ebuild(%5B'controller'%
20=%3E%20$menuDetails-%3Eslug.%20'action'%20=%3E'index'%5D)%20?%3E

GET

https://qa.lacommunitybank.com/site/%3C/?=%20%$this-%3EUrl-%3Eimage(isset($content-%
3Eimage path)%20%3E%200%20?%20$content-%3Eimage path%20:%20'noimage.

png')%20?%3E
GET

https://qa.lacommunitybank.com/site/%3C/?=%20%$this-%3EUrl-%3Eimage(sizeof($content-
%3Econtent_images)%20%3E%200%20?%20$content-%3Econtent_images%5B0%5D-%

3Eimage_path%20:'noimage.png)%20?%3E
GET

https://ga.lacommunitybank.com/site/'%20.%20$contacts-%3Efacebook%20.%20"

GET

https://ga.lacommunitybank.com/site/'%20.%20$contacts-%3Einstagram%20.%20'

GET



https://qa.lacommunitybank.com/site/%3C/?=%20$menu-%3Emenu_link%20?%3E
https://qa.lacommunitybank.com/site/%3C/?=%20$sub-%3Emenu_link%20?%3E
https://qa.lacommunitybank.com/site/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20$menuDetails-%3Eslug,%20'action'%20=%3E'index'%5D)%20?%3E
https://qa.lacommunitybank.com/site/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20$menuDetails-%3Eslug,%20'action'%20=%3E'index'%5D)%20?%3E
https://qa.lacommunitybank.com/site/%3C/?=%20$this-%3EUrl-%3Eimage(isset($content-%3Eimage_path)%20%3E%200%20?%20$content-%3Eimage_path%20:%20'noimage.png')%20?%3E
https://qa.lacommunitybank.com/site/%3C/?=%20$this-%3EUrl-%3Eimage(isset($content-%3Eimage_path)%20%3E%200%20?%20$content-%3Eimage_path%20:%20'noimage.png')%20?%3E
https://qa.lacommunitybank.com/site/%3C/?=%20$this-%3EUrl-%3Eimage(isset($content-%3Eimage_path)%20%3E%200%20?%20$content-%3Eimage_path%20:%20'noimage.png')%20?%3E
https://qa.lacommunitybank.com/site/%3C/?=%20$this-%3EUrl-%3Eimage(sizeof($content-%3Econtent_images)%20%3E%200%20?%20$content-%3Econtent_images%5B0%5D-%3Eimage_path%20:'noimage.png')%20?%3E
https://qa.lacommunitybank.com/site/%3C/?=%20$this-%3EUrl-%3Eimage(sizeof($content-%3Econtent_images)%20%3E%200%20?%20$content-%3Econtent_images%5B0%5D-%3Eimage_path%20:'noimage.png')%20?%3E
https://qa.lacommunitybank.com/site/%3C/?=%20$this-%3EUrl-%3Eimage(sizeof($content-%3Econtent_images)%20%3E%200%20?%20$content-%3Econtent_images%5B0%5D-%3Eimage_path%20:'noimage.png')%20?%3E
https://qa.lacommunitybank.com/site/'%20.%20$contacts-%3Efacebook%20.%20'
https://qa.lacommunitybank.com/site/'%20.%20$contacts-%3Einstagram%20.%20'
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https://ga.lacommunitybank.com/site/'%20.%20$contacts-%3Elinkedin%20.%20'
GET

https://ga.lacommunitybank.com/site/'%20.%20$contacts-%3Etwitter%20.%20'

GET

https://ga.lacommunitybank.com/site/'%20.%20$contacts-%3Ewhatsapp%20.%20'

GET

https://ga.lacommunitybank.com/site/'%20.%20$contacts-%3Eyoutube%20.%20'

GET

https://ga.lacommunitybank.com/site/about-us/%3C/?=%20$sub-%3Emenu_Ilink%20?%3E

GET

https://qa.lacommunitybank.com/site/about-us/%3C/?=%20%$this-%3EUrl-%3Ebuild(%
5B'controller'%20=%3E%?20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%
20?%20%this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%
20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:

(isset($this-%3Erequest-%3Eparams%5B'section'%5D) ?$this-%3Erequest-%3Eparams%

20'details'.$content-%3Eid%5D)%20?%3E
GET


https://qa.lacommunitybank.com/site/'%20.%20$contacts-%3Elinkedin%20.%20'
https://qa.lacommunitybank.com/site/'%20.%20$contacts-%3Etwitter%20.%20'
https://qa.lacommunitybank.com/site/'%20.%20$contacts-%3Ewhatsapp%20.%20'
https://qa.lacommunitybank.com/site/'%20.%20$contacts-%3Eyoutube%20.%20'
https://qa.lacommunitybank.com/site/about-us/%3C/?=%20$menu-%3Emenu_link%20?%3E
https://qa.lacommunitybank.com/site/about-us/%3C/?=%20$sub-%3Emenu_link%20?%3E
https://qa.lacommunitybank.com/site/about-us/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/about-us/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/about-us/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/about-us/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/about-us/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/about-us/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/about-us/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
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https://ga.lacommunitybank.com/site/about-us/'%20.%20$contacts-%3Efacebook%20.%20"'

GET

GET

https://ga.lacommunitybank.com/site/about-us/'%20.%20$contacts-%3Elinkedin%20.%20'

GET

https://qa.lacommunitybank.com/site/about-us/'%20.%20$contacts-%3Etwitter%20.%20'

GET

https://ga.lacommunitybank.com/site/about-us/'%20.%20$contacts-%3Ewhatsapp%20.%20'

GET

https://ga.lacommunitybank.com/site/about-us/'%20.%20$contacts-%3Eyoutube%20.%20'

GET

https://ga.lacommunitybank.com/site/about-us/about-I-c-b

GET



https://qa.lacommunitybank.com/site/about-us/'%20.%20$contacts-%3Efacebook%20.%20'
https://qa.lacommunitybank.com/site/about-us/'%20.%20$contacts-%3Einstagram%20.%20'
https://qa.lacommunitybank.com/site/about-us/'%20.%20$contacts-%3Elinkedin%20.%20'
https://qa.lacommunitybank.com/site/about-us/'%20.%20$contacts-%3Etwitter%20.%20'
https://qa.lacommunitybank.com/site/about-us/'%20.%20$contacts-%3Ewhatsapp%20.%20'
https://qa.lacommunitybank.com/site/about-us/'%20.%20$contacts-%3Eyoutube%20.%20'
https://qa.lacommunitybank.com/site/about-us/about-l-c-b
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https://ga.lacommunitybank.com/site/about-us/board-of-directors

GET

https://ga.lacommunitybank.com/site/about-us/management

GET

https://ga.lacommunitybank.com/site/about-us/our-business-success

GET

https://ga.lacommunitybank.com/site/b-loans/details/%3C/?=%20$menu-%3Emenu_link%

20?%3E

GET

https://ga.lacommunitybank.com/site/b-loans/details/%3C/?=%20$sub-%3Emenu_link%
20?%3E

GET

https://ga.lacommunitybank.com/site/b-loans/details/'%20.%20%$contacts-%3Efacebook%
20.%20'

GET

https://ga.lacommunitybank.com/site/b-loans/details/'%20.%20$contacts-%3Einstagram%
20.%20'

GET



https://qa.lacommunitybank.com/site/about-us/board-of-directors
https://qa.lacommunitybank.com/site/about-us/management
https://qa.lacommunitybank.com/site/about-us/our-business-success
https://qa.lacommunitybank.com/site/b-loans/details/%3C/?=%20$menu-%3Emenu_link%20?%3E
https://qa.lacommunitybank.com/site/b-loans/details/%3C/?=%20$menu-%3Emenu_link%20?%3E
https://qa.lacommunitybank.com/site/b-loans/details/%3C/?=%20$sub-%3Emenu_link%20?%3E
https://qa.lacommunitybank.com/site/b-loans/details/%3C/?=%20$sub-%3Emenu_link%20?%3E
https://qa.lacommunitybank.com/site/b-loans/details/'%20.%20$contacts-%3Efacebook%20.%20'
https://qa.lacommunitybank.com/site/b-loans/details/'%20.%20$contacts-%3Efacebook%20.%20'
https://qa.lacommunitybank.com/site/b-loans/details/'%20.%20$contacts-%3Einstagram%20.%20'
https://qa.lacommunitybank.com/site/b-loans/details/'%20.%20$contacts-%3Einstagram%20.%20'
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https://qa.lacommunitybank.com/site/b-loans/details/'%20.%20%$contacts-%3Elinkedin%20.%

20'
GET

https://ga.lacommunitybank.com/site/b-loans/details/'%20.%20$contacts-%3Ewhatsapp%
20.%20'

GET

https://ga.lacommunitybank.com/site/b-loans/details/'%20.%20%$contacts-%3Eyoutube%
20.%20'

GET

https://ga.lacommunitybank.com/site/b-loans/details/234

GET

https://ga.lacommunitybank.com/site/b-loans/details/236

GET

https://ga.lacommunitybank.com/site/board-of-directors/details/%3C/?=%20$menu-%
3Emenu_link%20?%3E

GET



https://qa.lacommunitybank.com/site/b-loans/details/'%20.%20$contacts-%3Elinkedin%20.%20'
https://qa.lacommunitybank.com/site/b-loans/details/'%20.%20$contacts-%3Elinkedin%20.%20'
https://qa.lacommunitybank.com/site/b-loans/details/'%20.%20$contacts-%3Etwitter%20.%20'
https://qa.lacommunitybank.com/site/b-loans/details/'%20.%20$contacts-%3Etwitter%20.%20'
https://qa.lacommunitybank.com/site/b-loans/details/'%20.%20$contacts-%3Ewhatsapp%20.%20'
https://qa.lacommunitybank.com/site/b-loans/details/'%20.%20$contacts-%3Ewhatsapp%20.%20'
https://qa.lacommunitybank.com/site/b-loans/details/'%20.%20$contacts-%3Eyoutube%20.%20'
https://qa.lacommunitybank.com/site/b-loans/details/'%20.%20$contacts-%3Eyoutube%20.%20'
https://qa.lacommunitybank.com/site/b-loans/details/234
https://qa.lacommunitybank.com/site/b-loans/details/236
https://qa.lacommunitybank.com/site/board-of-directors/details/%3C/?=%20$menu-%3Emenu_link%20?%3E
https://qa.lacommunitybank.com/site/board-of-directors/details/%3C/?=%20$menu-%3Emenu_link%20?%3E
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https://qa.lacommunitybank.com/site/board-of-directors/details/%3C/?=%20$sub-%
3Emenu_link%20?%3E

GET

https://ga.lacommunitybank.com/site/board-of-directors/details/'%20.%20$contacts-%
3Efacebook%20.%20'

GET

https://ga.lacommunitybank.com/site/board-of-directors/details/'%20.%20%$contacts-%
3Einstagram%20.%20"

GET

https://qa.lacommunitybank.com/site/board-of-directors/details/'%20.%20%contacts-%
3Elinkedin%20.%20"

GET

3Etwitter%20.%20'
GET

https://ga.lacommunitybank.com/site/board-of-directors/details/'%20.%20%$contacts-%
3Ewhatsapp%20.%20"'

GET

https://ga.lacommunitybank.com/site/board-of-directors/details/'%20.%20$contacts-%



https://qa.lacommunitybank.com/site/board-of-directors/details/%3C/?=%20$sub-%3Emenu_link%20?%3E
https://qa.lacommunitybank.com/site/board-of-directors/details/%3C/?=%20$sub-%3Emenu_link%20?%3E
https://qa.lacommunitybank.com/site/board-of-directors/details/'%20.%20$contacts-%3Efacebook%20.%20'
https://qa.lacommunitybank.com/site/board-of-directors/details/'%20.%20$contacts-%3Efacebook%20.%20'
https://qa.lacommunitybank.com/site/board-of-directors/details/'%20.%20$contacts-%3Einstagram%20.%20'
https://qa.lacommunitybank.com/site/board-of-directors/details/'%20.%20$contacts-%3Einstagram%20.%20'
https://qa.lacommunitybank.com/site/board-of-directors/details/'%20.%20$contacts-%3Elinkedin%20.%20'
https://qa.lacommunitybank.com/site/board-of-directors/details/'%20.%20$contacts-%3Elinkedin%20.%20'
https://qa.lacommunitybank.com/site/board-of-directors/details/'%20.%20$contacts-%3Etwitter%20.%20'
https://qa.lacommunitybank.com/site/board-of-directors/details/'%20.%20$contacts-%3Etwitter%20.%20'
https://qa.lacommunitybank.com/site/board-of-directors/details/'%20.%20$contacts-%3Ewhatsapp%20.%20'
https://qa.lacommunitybank.com/site/board-of-directors/details/'%20.%20$contacts-%3Ewhatsapp%20.%20'
https://qa.lacommunitybank.com/site/board-of-directors/details/'%20.%20$contacts-%3Eyoutube%20.%20'
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3Eyoutube%20.%20"
GET

https://ga.lacommunitybank.com/site/board-of-directors/details/217

GET

https://ga.lacommunitybank.com/site/board-of-directors/details/268

GET

https://ga.lacommunitybank.com/site/board-of-directors/details/270

GET

https://ga.lacommunitybank.com/site/board-of-directors/details/278

GET

https://ga.lacommunitybank.com/site/branches

GET

https://ga.lacommunitybank.com/site/business/%3C/?=%20$menu-%3Emenu_link%20?%
3E

GET

https://ga.lacommunitybank.com/site/business/%3C/?=%20$sub-%3Emenu_link%20?%3E



https://qa.lacommunitybank.com/site/board-of-directors/details/'%20.%20$contacts-%3Eyoutube%20.%20'
https://qa.lacommunitybank.com/site/board-of-directors/details/217
https://qa.lacommunitybank.com/site/board-of-directors/details/268
https://qa.lacommunitybank.com/site/board-of-directors/details/270
https://qa.lacommunitybank.com/site/board-of-directors/details/278
https://qa.lacommunitybank.com/site/branches
https://qa.lacommunitybank.com/site/business/%3C/?=%20$menu-%3Emenu_link%20?%3E
https://qa.lacommunitybank.com/site/business/%3C/?=%20$menu-%3Emenu_link%20?%3E
https://qa.lacommunitybank.com/site/business/%3C/?=%20$sub-%3Emenu_link%20?%3E
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https://qa.lacommunitybank.com/site/business/%3C/?=%20%this-%3EUrl-%3Ebuild(%
5B'controller'%20=%3E%20$menuDetails-%3Eslug,%20'action'%20=%3E'index'%5D)%
20?%3E

GET

https://qa.lacommunitybank.com/site/business/%3C/?=%20%this-%3EUrl-%3Ebuild(%
5B'controller'%20=%3E%?20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%
20?%20%$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%
20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%
20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D) ?2$this-%3Erequest-
%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%
5D),'action'%20=%3E%?20'details'.$content-%3Eid%5D)%20?%3E

GET

5B’ controller %20= %3E%20|sset this-%3Erequest-%3Eparams%5B'subsection'%5D)%
20?%20%this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%
20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:
(isset($this-%3Erequest-%3Eparams%5B'section'%5D) 2$this-%3Erequest-%3Eparams%
5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%
20'details'.$content-%3Eid%5D)%20?%3E

GET

https://ga.lacommunitybank.com/site/business/'%20.%20%$contacts-%3Efacebook%20.%20'

GET

GET
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20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D) ?$this-%3Erequest-

%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%
5D),'action'%20=%3E%20'details'.$content-%3Eid%5D)%20?%3E

GET

https://ga.lacommunitybank.com/site/personal/%3C/?=%20%$this-%3EUrl-%3Ebuild(%
5B'controller'%20=%3E%?20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%
20?%20%this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%
20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:
(isset($this-%3Erequest-%3Eparams%5B'section'%5D) ?$this-%3Erequest-%3Eparams%
5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D).'action'%20=%3E%
20'details’.$content-%3Eid%5D)%20?%3E

GET

https://ga.lacommunitybank.com/site/personal/'%20.%20%$contacts-%3Efacebook%20.%20'

GET

https://ga.lacommunitybank.com/site/personal/'%20.%20%$contacts-%3Einstagram%20.%20"

GET

https://ga.lacommunitybank.com/site/personal/'%20.%20%$contacts-%3Elinkedin%20.%20'

GET



https://qa.lacommunitybank.com/site/personal/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20$menuDetails-%3Eslug,%20'action'%20=%3E'index'%5D)%20?%3E
https://qa.lacommunitybank.com/site/personal/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20$menuDetails-%3Eslug,%20'action'%20=%3E'index'%5D)%20?%3E
https://qa.lacommunitybank.com/site/personal/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20$menuDetails-%3Eslug,%20'action'%20=%3E'index'%5D)%20?%3E
https://qa.lacommunitybank.com/site/personal/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/personal/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/personal/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/personal/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/personal/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/personal/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/personal/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/personal/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/personal/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/personal/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/personal/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/personal/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/personal/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/personal/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/personal/'%20.%20$contacts-%3Efacebook%20.%20'
https://qa.lacommunitybank.com/site/personal/'%20.%20$contacts-%3Einstagram%20.%20'
https://qa.lacommunitybank.com/site/personal/'%20.%20$contacts-%3Elinkedin%20.%20'
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https://ga.lacommunitybank.com/site/personal/'%20.%20%$contacts-%3Etwitter%20.%20"

GET

https://ga.lacommunitybank.com/site/personal/'%20.%20$contacts-%3Ewhatsapp%20.%20"

GET

https://qa.lacommunitybank.com/site/personal/'%20.%20$contacts-%3Eyoutube%20.%20'

GET

https://ga.lacommunitybank.com/site/personal/loans

GET

https://ga.lacommunitybank.com/site/personal/open-an-account
GET

https://ga.lacommunitybank.com/site/serve/details/%3C/?=%20$menu-%3Emenu_link%
20?%3E

GET

https://ga.lacommunitybank.com/site/serve/details/%3C/?=%20$sub-%3Emenu_link%20?%
3E

GET


https://qa.lacommunitybank.com/site/personal/'%20.%20$contacts-%3Etwitter%20.%20'
https://qa.lacommunitybank.com/site/personal/'%20.%20$contacts-%3Ewhatsapp%20.%20'
https://qa.lacommunitybank.com/site/personal/'%20.%20$contacts-%3Eyoutube%20.%20'
https://qa.lacommunitybank.com/site/personal/loans
https://qa.lacommunitybank.com/site/personal/open-an-account
https://qa.lacommunitybank.com/site/serve/details/%3C/?=%20$menu-%3Emenu_link%20?%3E
https://qa.lacommunitybank.com/site/serve/details/%3C/?=%20$menu-%3Emenu_link%20?%3E
https://qa.lacommunitybank.com/site/serve/details/%3C/?=%20$sub-%3Emenu_link%20?%3E
https://qa.lacommunitybank.com/site/serve/details/%3C/?=%20$sub-%3Emenu_link%20?%3E
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https://ga.lacommunitybank.com/site/serve/details/%3C/?=%20%this-%3EUrl-%3Eimage

(sizeof($viewDetails-%3Econtent images)%20%3E%200%20?%20%viewDetails-%
3Econtent_images%5B1%5D-%3Eimage_path%20:%20'nocimage.png')%20?%3E

GET

https://ga.lacommunitybank.com/site/serve/details/'%20.%20$contacts-%3Efacebook%20.%
20

GET

https://ga.lacommunitybank.com/site/serve/details/'%20.%20$contacts-%3Einstagram%
20.%20'

GET

https://ga.lacommunitybank.com/site/serve/details/'%20.%20$contacts-%3Elinkedin%20.%

20'
GET

https://ga.lacommunitybank.com/site/serve/details/'%20.%20$contacts-%3Ewhatsapp%
20.%20'

GET

https://ga.lacommunitybank.com/site/serve/details/'%20.%20$contacts-%3Eyoutube%20.%
20'



https://qa.lacommunitybank.com/site/serve/details/%3C/?=%20$this-%3EUrl-%3Eimage(sizeof($viewDetails-%3Econtent_images)%20%3E%200%20?%20$viewDetails-%3Econtent_images%5B1%5D-%3Eimage_path%20:%20'noimage.png')%20?%3E
https://qa.lacommunitybank.com/site/serve/details/%3C/?=%20$this-%3EUrl-%3Eimage(sizeof($viewDetails-%3Econtent_images)%20%3E%200%20?%20$viewDetails-%3Econtent_images%5B1%5D-%3Eimage_path%20:%20'noimage.png')%20?%3E
https://qa.lacommunitybank.com/site/serve/details/%3C/?=%20$this-%3EUrl-%3Eimage(sizeof($viewDetails-%3Econtent_images)%20%3E%200%20?%20$viewDetails-%3Econtent_images%5B1%5D-%3Eimage_path%20:%20'noimage.png')%20?%3E
https://qa.lacommunitybank.com/site/serve/details/'%20.%20$contacts-%3Efacebook%20.%20'
https://qa.lacommunitybank.com/site/serve/details/'%20.%20$contacts-%3Efacebook%20.%20'
https://qa.lacommunitybank.com/site/serve/details/'%20.%20$contacts-%3Einstagram%20.%20'
https://qa.lacommunitybank.com/site/serve/details/'%20.%20$contacts-%3Einstagram%20.%20'
https://qa.lacommunitybank.com/site/serve/details/'%20.%20$contacts-%3Elinkedin%20.%20'
https://qa.lacommunitybank.com/site/serve/details/'%20.%20$contacts-%3Elinkedin%20.%20'
https://qa.lacommunitybank.com/site/serve/details/'%20.%20$contacts-%3Etwitter%20.%20'
https://qa.lacommunitybank.com/site/serve/details/'%20.%20$contacts-%3Ewhatsapp%20.%20'
https://qa.lacommunitybank.com/site/serve/details/'%20.%20$contacts-%3Ewhatsapp%20.%20'
https://qa.lacommunitybank.com/site/serve/details/'%20.%20$contacts-%3Eyoutube%20.%20'
https://qa.lacommunitybank.com/site/serve/details/'%20.%20$contacts-%3Eyoutube%20.%20'
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https://ga.lacommunitybank.com/site/serve/details/254
GET

https://ga.lacommunitybank.com/site/serve/details/255

GET

https://ga.lacommunitybank.com/site/serve/details/263
GET

https://ga.lacommunitybank.com/site/serve/details/264

GET

https://ga.lacommunitybank.com/site/serve/details/265

GET
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GET
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https://qa.lacommunitybank.com/site/serve/details/254
https://qa.lacommunitybank.com/site/serve/details/255
https://qa.lacommunitybank.com/site/serve/details/263
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https://qa.lacommunitybank.com/site/services/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20$menuDetails-%3Eslug,%20'action'%20=%3E'index'%5D)%20?%3E
https://qa.lacommunitybank.com/site/services/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20$menuDetails-%3Eslug,%20'action'%20=%3E'index'%5D)%20?%3E
https://qa.lacommunitybank.com/site/services/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20$menuDetails-%3Eslug,%20'action'%20=%3E'index'%5D)%20?%3E
https://qa.lacommunitybank.com/site/services/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/services/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/services/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/services/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/services/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/services/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/services/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/services/'%20.%20$contacts-%3Efacebook%20.%20'
https://qa.lacommunitybank.com/site/services/'%20.%20$contacts-%3Einstagram%20.%20'
https://qa.lacommunitybank.com/site/services/'%20.%20$contacts-%3Elinkedin%20.%20'
https://qa.lacommunitybank.com/site/services/'%20.%20$contacts-%3Etwitter%20.%20'
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URL

https://ga.lacommunitybank.com/site/services/'%20.%20%$contacts-%3Ewhatsapp%20.%20"

GET

https://qa.lacommunitybank.com/site/services/'%20.%20%contacts-%3Eyoutube%20.%20'

GET

https://ga.lacommunitybank.com/site/services/business

GET

https://ga.lacommunitybank.com/site/services/digital
GET

https://ga.lacommunitybank.com/site/services/personal

GET

https://ga.lacommunitybank.com/site/services/serve

GET

https://qa.lacommunitybank.com/sitemap.xml

GET

https://ga.lacommunitybank.com/site/contact-us/contact-form



https://qa.lacommunitybank.com/site/services/'%20.%20$contacts-%3Ewhatsapp%20.%20'
https://qa.lacommunitybank.com/site/services/'%20.%20$contacts-%3Eyoutube%20.%20'
https://qa.lacommunitybank.com/site/services/business
https://qa.lacommunitybank.com/site/services/digital
https://qa.lacommunitybank.com/site/services/personal
https://qa.lacommunitybank.com/site/services/serve
https://qa.lacommunitybank.com/sitemap.xml
https://qa.lacommunitybank.com/site/contact-us/contact-form
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POST

268

Ensure that your web server, application server, load balancer, etc. is configured to set the
Content-Security-Policy header.

https://developer.mozilla.org/en-US/docs/Web/Security/ CSP
/Introducing_Content_Security Policy
https://cheatsheetseries.owasp.org/cheatsheets/Content Security Policy Cheat Sheet.html

http://www.w3.0rg/TR/CSP/
http://w3c.github.io/webappsec/specs/content-security-policy/csp-specification.dev.html
http://www.html5rocks.com/en/tutorials/security/content-security-policy/
http://caniuse.com/#feat=contentsecuritypolicy

http://content-security-policy.com/

693

The response does not include either Content-Security-Policy with ‘frame-ancestors
directive or X-Frame-Options to protect against ‘ClickJacking' attacks.

https://ga.lacommunitybank.com/site/
GET

https://ga.lacommunitybank.com/site/about-us/about-I-c-b

GET

https://ga.lacommunitybank.com/site/about-us/board-of-directors
GET

https://ga.lacommunitybank.com/site/about-us/management

GET



https://developer.mozilla.org/en-US/docs/Web/Security/CSP/Introducing_Content_Security_Policy
https://developer.mozilla.org/en-US/docs/Web/Security/CSP/Introducing_Content_Security_Policy
https://cheatsheetseries.owasp.org/cheatsheets/Content_Security_Policy_Cheat_Sheet.html
http://www.w3.org/TR/CSP/
http://w3c.github.io/webappsec/specs/content-security-policy/csp-specification.dev.html
http://www.html5rocks.com/en/tutorials/security/content-security-policy/
http://caniuse.com/#feat=contentsecuritypolicy
http://content-security-policy.com/
https://cwe.mitre.org/data/definitions/693.html
https://www.zaproxy.org/docs/alerts/10038/
https://qa.lacommunitybank.com/site/
https://qa.lacommunitybank.com/site/about-us/about-l-c-b
https://qa.lacommunitybank.com/site/about-us/board-of-directors
https://qa.lacommunitybank.com/site/about-us/management
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URL

https://ga.lacommunitybank.com/site/about-us/our-business-success
GET

https://ga.lacommunitybank.com/site/b-loans/details/234

GET

https://ga.lacommunitybank.com/site/b-loans/details/236

GET

https://ga.lacommunitybank.com/site/board-of-directors/details/217

GET

https://ga.lacommunitybank.com/site/board-of-directors/details/268

GET

https://ga.lacommunitybank.com/site/board-of-directors/details/270

GET

https://ga.lacommunitybank.com/site/board-of-directors/details/278

GET

https://ga.lacommunitybank.com/site/branches


https://qa.lacommunitybank.com/site/about-us/our-business-success
https://qa.lacommunitybank.com/site/b-loans/details/234
https://qa.lacommunitybank.com/site/b-loans/details/236
https://qa.lacommunitybank.com/site/board-of-directors/details/217
https://qa.lacommunitybank.com/site/board-of-directors/details/268
https://qa.lacommunitybank.com/site/board-of-directors/details/270
https://qa.lacommunitybank.com/site/board-of-directors/details/278
https://qa.lacommunitybank.com/site/branches
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GET

https://ga.lacommunitybank.com/site/business/b-loans

GET

https://ga.lacommunitybank.com/site/business/details/262
GET

https://ga.lacommunitybank.com/site/business/open-a-b-account

GET

https://ga.lacommunitybank.com/site/contact-us

GET

https://qa.lacommunitybank.com/site/gallery

GET

https://ga.lacommunitybank.com/site/gallery/details/1

GET

https://ga.lacommunitybank.com/site/gallery/details/2

GET



https://qa.lacommunitybank.com/site/business/b-loans
https://qa.lacommunitybank.com/site/business/details/262
https://qa.lacommunitybank.com/site/business/open-a-b-account
https://qa.lacommunitybank.com/site/contact-us
https://qa.lacommunitybank.com/site/gallery
https://qa.lacommunitybank.com/site/gallery/details/1
https://qa.lacommunitybank.com/site/gallery/details/2
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https://ga.lacommunitybank.com/site/gallery/details/4

GET

https://ga.lacommunitybank.com/site/gallery/details/5

GET

https://ga.lacommunitybank.com/site/investor-relations/annual-report

GET

https://ga.lacommunitybank.com/site/investor-relations/share-offer-forms

GET

https://ga.lacommunitybank.com/site/loans/details/235

GET

https://ga.lacommunitybank.com/site/loans/details/238
GET

https://ga.lacommunitybank.com/site/loans/details/239

GET



https://qa.lacommunitybank.com/site/gallery/details/4
https://qa.lacommunitybank.com/site/gallery/details/5
https://qa.lacommunitybank.com/site/investor-relations/annual-report
https://qa.lacommunitybank.com/site/investor-relations/share-offer-forms
https://qa.lacommunitybank.com/site/loans/details/235
https://qa.lacommunitybank.com/site/loans/details/238
https://qa.lacommunitybank.com/site/loans/details/239
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https://ga.lacommunitybank.com/site/loans/details/240

GET

https://ga.lacommunitybank.com/site/loans/details/241

GET

https://ga.lacommunitybank.com/site/management/details/269

GET

https://ga.lacommunitybank.com/site/management/details/282
GET

https://ga.lacommunitybank.com/site/management/details/283

GET

https://ga.lacommunitybank.com/site/management/details/61

GET

https://ga.lacommunitybank.com/site/open-a-b-account/details/248

GET


https://qa.lacommunitybank.com/site/loans/details/240
https://qa.lacommunitybank.com/site/loans/details/241
https://qa.lacommunitybank.com/site/management/details/269
https://qa.lacommunitybank.com/site/management/details/282
https://qa.lacommunitybank.com/site/management/details/283
https://qa.lacommunitybank.com/site/management/details/61
https://qa.lacommunitybank.com/site/open-a-b-account/details/248
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URL
Method

https://ga.lacommunitybank.com/site/open-a-b-account/details/249

GET

https://ga.lacommunitybank.com/site/open-an-account/details/242

GET

https://ga.lacommunitybank.com/site/open-an-account/details/243

GET

https://ga.lacommunitybank.com/site/open-an-account/details/244

GET

https://ga.lacommunitybank.com/site/open-an-account/details/245

GET

https://ga.lacommunitybank.com/site/open-an-account/details/246

GET

https://ga.lacommunitybank.com/site/open-an-account/details/247
GET

https://ga.lacommunitybank.com/site/open-an-account/details/279

GET



https://qa.lacommunitybank.com/site/open-a-b-account/details/249
https://qa.lacommunitybank.com/site/open-an-account/details/242
https://qa.lacommunitybank.com/site/open-an-account/details/243
https://qa.lacommunitybank.com/site/open-an-account/details/244
https://qa.lacommunitybank.com/site/open-an-account/details/245
https://qa.lacommunitybank.com/site/open-an-account/details/246
https://qa.lacommunitybank.com/site/open-an-account/details/247
https://qa.lacommunitybank.com/site/open-an-account/details/279
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https://ga.lacommunitybank.com/site/personal/loans
GET

https://ga.lacommunitybank.com/site/personal/open-an-account

GET

https://ga.lacommunitybank.com/site/serve/details/254
GET

https://ga.lacommunitybank.com/site/serve/details/255

GET

https://ga.lacommunitybank.com/site/serve/details/263

GET

https://ga.lacommunitybank.com/site/serve/details/264

GET

https://ga.lacommunitybank.com/site/serve/details/265

GET



https://qa.lacommunitybank.com/site/personal/loans
https://qa.lacommunitybank.com/site/personal/open-an-account
https://qa.lacommunitybank.com/site/serve/details/254
https://qa.lacommunitybank.com/site/serve/details/255
https://qa.lacommunitybank.com/site/serve/details/263
https://qa.lacommunitybank.com/site/serve/details/264
https://qa.lacommunitybank.com/site/serve/details/265
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https://ga.lacommunitybank.com/site/services/business
GET

https://ga.lacommunitybank.com/site/services/digital

GET

https://ga.lacommunitybank.com/site/services/personal

GET

https://ga.lacommunitybank.com/site/services/serve

GET

52
Modern Web browsers support the Content-Security-Policy and X-Frame-Options HTTP
headers. Ensure one of them is set on all web pages returned by your site/app.

If you expect the page to be framed only by pages on your server (e.g. it's part of a
FRAMESET) then you'll want to use SAMEORIGIN, otherwise if you never expect the page
to be framed, you should use DENY. Alternatively consider implementing Content Security
Policy's "frame-ancestors" directive.

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Frame-Options
1021

15

10020

The identified library jquery, version 3.3.1 is vulnerable.
https://ga.lacommunitybank.com/site/js/jquery-3.3.1.min.js

GET

jquery-3.3.1.min.js


https://qa.lacommunitybank.com/site/services/business
https://qa.lacommunitybank.com/site/services/digital
https://qa.lacommunitybank.com/site/services/personal
https://qa.lacommunitybank.com/site/services/serve
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Frame-Options
https://cwe.mitre.org/data/definitions/1021.html
https://www.zaproxy.org/docs/alerts/10020/
https://qa.lacommunitybank.com/site/js/jquery-3.3.1.min.js
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CVE-2020-11023 CVE-2020-11022 CVE-2019-11358 CVE-2020-23064

1
Please upgrade to the latest version of jquery.

https://blog.jquery.com/2019/04/10/jquery-3-4-0-released/
https://nvd.nist.gov/vuln/detail/CVE-2019-11358
https://github.com/jguery/jquery/commit/753d591aea698e57d6db58c9f722cd0808619blb
https://blog.jguery.com/2020/04/10/jquery-3-5-0-released/

829

10003

Application Error Disclosure

This page contains an error/warning message that may disclose sensitive information like
the location of the file that produced the unhandled exception. This information can be used
to launch further attacks against the web application. The alert could be a false positive if
the error message is found inside a documentation page.

https://ga.lacommunitybank.com/

GET

HTTP/1.1 500 Internal Server Error

https://ga.lacommunitybank.com/%27%20.%20$contacts-%3Efacebook%20.%20%27
GET

HTTP/1.1 500 Internal Server Error

https://qa.lacommunitybank.com/%27%20.%20%contacts-%3Einstagram%20.%20%27
GET

HTTP/1.1 500 Internal Server Error

https://ga.lacommunitybank.com/%27%20.%20$contacts-%3Elinkedin%20.%20%27

GET

HTTP/1.1 500 Internal Server Error

https://ga.lacommunitybank.com/%27%20.%20%contacts-%3Etwitter%20.%20%27
GET

HTTP/1.1 500 Internal Server Error


https://blog.jquery.com/2019/04/10/jquery-3-4-0-released/
https://nvd.nist.gov/vuln/detail/CVE-2019-11358
https://github.com/jquery/jquery/commit/753d591aea698e57d6db58c9f722cd0808619b1b
https://blog.jquery.com/2020/04/10/jquery-3-5-0-released/
https://cwe.mitre.org/data/definitions/829.html
https://www.zaproxy.org/docs/alerts/10003/
https://qa.lacommunitybank.com/
https://qa.lacommunitybank.com/%27%20.%20$contacts-%3Efacebook%20.%20%27
https://qa.lacommunitybank.com/%27%20.%20$contacts-%3Einstagram%20.%20%27
https://qa.lacommunitybank.com/%27%20.%20$contacts-%3Elinkedin%20.%20%27
https://qa.lacommunitybank.com/%27%20.%20$contacts-%3Etwitter%20.%20%27

URL https://ga.lacommunitybank.com/%27%20.%20$contacts-%3Ewhatsapp%20.%20%27

Method GET
Attack
Evidence HTTP/1.1 500 Internal Server Error
Other
Info
URL https://ga.lacommunitybank.com/%27%20.%20$contacts-%3Eyoutube%20.%20%27
Method GET
Attack
Evidence HTTP/1.1 500 Internal Server Error
Other
Info
URL https://ga.lacommunitybank.com/%3C/?=%20$menu-%3Emenu_link%20?%3E
Method GET
Attack
Evidence HTTP/1.1 500 Internal Server Error
Other
Info
URL https://ga.lacommunitybank.com/%3C/?=%20$sub-%3Emenu_link%20?%3E
Method GET
Attack
Evidence HTTP/1.1 500 Internal Server Error
Other
Info
URL https://ga.lacommunitybank.com/%3C/?=%20%$this-%3EUrl-%3Ebuild
Method GET
Attack
Evidence HTTP/1.1 500 Internal Server Error
Other
Info
URL https://ga.lacommunitybank.com/%3C/?=%20$this-%3EUrl-%3Eimage
Method GET
Attack
Evidence HTTP/1.1 500 Internal Server Error
Other
Info

https://qa.lacommunitybank.com/about-us/%27%20.%20%contacts-%3Efacebook%20.%

URL

20%27
Method GET
Attack
Evidence HTTP/1.1 500 Internal Server Error
Other
Info

https://ga.lacommunitybank.com/about-us/%27%20.%20$contacts-%3Einstagram%20.%



https://qa.lacommunitybank.com/%27%20.%20$contacts-%3Ewhatsapp%20.%20%27
https://qa.lacommunitybank.com/%27%20.%20$contacts-%3Eyoutube%20.%20%27
https://qa.lacommunitybank.com/%3C/?=%20$menu-%3Emenu_link%20?%3E
https://qa.lacommunitybank.com/%3C/?=%20$sub-%3Emenu_link%20?%3E
https://qa.lacommunitybank.com/%3C/?=%20$this-%3EUrl-%3Ebuild
https://qa.lacommunitybank.com/%3C/?=%20$this-%3EUrl-%3Eimage
https://qa.lacommunitybank.com/about-us/%27%20.%20$contacts-%3Efacebook%20.%20%27
https://qa.lacommunitybank.com/about-us/%27%20.%20$contacts-%3Efacebook%20.%20%27
https://qa.lacommunitybank.com/about-us/%27%20.%20$contacts-%3Einstagram%20.%20%27
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20%27
GET

HTTP/1.1 500 Internal Server Error

https://ga.lacommunitybank.com/about-us/%27%20.%20%$contacts-%3Elinkedin%20.%20%
27

GET

HTTP/1.1 500 Internal Server Error

https://ga.lacommunitybank.com/about-us/%27%20.%203$contacts-%3Etwitter%20.%20%27
GET

HTTP/1.1 500 Internal Server Error

https://ga.lacommunitybank.com/about-us/%27%20.%20$contacts-%3Ewhatsapp%20.%
20%27

GET

HTTP/1.1 500 Internal Server Error

https://ga.lacommunitybank.com/about-us/%27%20.%20$contacts-%3Eyoutube%20.%20%
27

GET

HTTP/1.1 500 Internal Server Error

https://ga.lacommunitybank.com/about-us/%3C/?=%20$menu-%3Emenu_link%20?%3E

GET

HTTP/1.1 500 Internal Server Error

https://ga.lacommunitybank.com/about-us/%3C/?=%20$%sub-%3Emenu_link%20?%3E

GET

HTTP/1.1 500 Internal Server Error


https://qa.lacommunitybank.com/about-us/%27%20.%20$contacts-%3Einstagram%20.%20%27
https://qa.lacommunitybank.com/about-us/%27%20.%20$contacts-%3Elinkedin%20.%20%27
https://qa.lacommunitybank.com/about-us/%27%20.%20$contacts-%3Elinkedin%20.%20%27
https://qa.lacommunitybank.com/about-us/%27%20.%20$contacts-%3Etwitter%20.%20%27
https://qa.lacommunitybank.com/about-us/%27%20.%20$contacts-%3Ewhatsapp%20.%20%27
https://qa.lacommunitybank.com/about-us/%27%20.%20$contacts-%3Ewhatsapp%20.%20%27
https://qa.lacommunitybank.com/about-us/%27%20.%20$contacts-%3Eyoutube%20.%20%27
https://qa.lacommunitybank.com/about-us/%27%20.%20$contacts-%3Eyoutube%20.%20%27
https://qa.lacommunitybank.com/about-us/%3C/?=%20$menu-%3Emenu_link%20?%3E
https://qa.lacommunitybank.com/about-us/%3C/?=%20$sub-%3Emenu_link%20?%3E
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https://qa.lacommunitybank.com/site/serve/details/%3C/?=%20$this-%3EUrl-%3Eimage(sizeof($viewDetails-%3Econtent_images)%20%3E%200%20?%20$viewDetails-%3Econtent_images%5B1%5D-%3Eimage_path%20:%20'noimage.png')%20?%3E
https://qa.lacommunitybank.com/site/serve/details/%3C/?=%20$this-%3EUrl-%3Eimage(sizeof($viewDetails-%3Econtent_images)%20%3E%200%20?%20$viewDetails-%3Econtent_images%5B1%5D-%3Eimage_path%20:%20'noimage.png')%20?%3E
https://qa.lacommunitybank.com/site/serve/details/'%20.%20$contacts-%3Efacebook%20.%20'
https://qa.lacommunitybank.com/site/serve/details/'%20.%20$contacts-%3Efacebook%20.%20'
https://qa.lacommunitybank.com/site/serve/details/'%20.%20$contacts-%3Einstagram%20.%20'
https://qa.lacommunitybank.com/site/serve/details/'%20.%20$contacts-%3Einstagram%20.%20'
https://qa.lacommunitybank.com/site/serve/details/'%20.%20$contacts-%3Elinkedin%20.%20'
https://qa.lacommunitybank.com/site/serve/details/'%20.%20$contacts-%3Elinkedin%20.%20'
https://qa.lacommunitybank.com/site/serve/details/'%20.%20$contacts-%3Etwitter%20.%20'

URL https://ga.lacommunitybank.com/site/serve/details/'%20.%20$contacts-%3Ewhatsapp%

20.%20

Method GET
Attack
Evidence HTTP/1.1 500 Internal Server Error
Other
Info

URL gglns://qa.Iacommunitvbank.com/site/serve/details/'%20.%20$contacts-%3Evoutube%ZO.%
Method GET
Attack
Evidence HTTP/1.1 500 Internal Server Error
Other
Info

URL https://ga.lacommunitybank.com/sitemap.xml
Method GET
Attack
Evidence HTTP/1.1 500 Internal Server Error
Other
Info

Instances 144

Review the source code of this page. Implement custom error pages. Consider
Solution implementing a mechanism to provide a unique error reference/identifier to the client
(browser) while logging the details on the server side and not exposing them to the user.

Reference
CWE Id 200
WASC Id 13
Plugin Id 90022
Low Cross-Domain JavaScript Source File Inclusion
Description The page includes one or more script files from a third-party domain.
URL https://ga.lacommunitybank.com/site/
Method GET
Attack
Evidence <script src="https://unpkg.com/aos@?2.3.1/dist/aos.js"></script>
Other
Info
URL https://ga.lacommunitybank.com/site/about-us/about-I-c-b
Method GET
Attack
Evidence <script src="https://unpkg.com/aos@2.3.1/dist/aos.js"></script>
Other
Info
URL https://ga.lacommunitybank.com/site/about-us/board-of-directors
Method GET

Attack


https://qa.lacommunitybank.com/site/serve/details/'%20.%20$contacts-%3Ewhatsapp%20.%20'
https://qa.lacommunitybank.com/site/serve/details/'%20.%20$contacts-%3Ewhatsapp%20.%20'
https://qa.lacommunitybank.com/site/serve/details/'%20.%20$contacts-%3Eyoutube%20.%20'
https://qa.lacommunitybank.com/site/serve/details/'%20.%20$contacts-%3Eyoutube%20.%20'
https://qa.lacommunitybank.com/sitemap.xml
https://cwe.mitre.org/data/definitions/200.html
https://www.zaproxy.org/docs/alerts/90022/
https://qa.lacommunitybank.com/site/
https://qa.lacommunitybank.com/site/about-us/about-l-c-b
https://qa.lacommunitybank.com/site/about-us/board-of-directors

Evidence <script src="https://unpkg.com/aos@?2.3.1/dist/aos.js"></script>

Other
Info

URL https://ga.lacommunitybank.com/site/about-us/management
Method GET
Attack
Evidence <script src="https://unpkg.com/aos@2.3.1/dist/aos.js"></script>
Other
Info

URL https://ga.lacommunitybank.com/site/about-us/our-business-success
Method GET
Attack
Evidence <script src="https://unpkg.com/aos@?2.3.1/dist/aos.js"></script>
Other
Info

URL https://ga.lacommunitybank.com/site/b-loans/details/234
Method GET
Attack
Evidence <script src="https://unpkg.com/aos@2.3.1/dist/aos.js"></script>
Other
Info

URL https://ga.lacommunitybank.com/site/b-loans/details/236
Method GET
Attack
Evidence <script src="https://unpkg.com/aos@2.3.1/dist/aos.js"></script>
Other
Info

URL https://ga.lacommunitybank.com/site/board-of-directors/details/217
Method GET
Attack
Evidence <script src="https://unpkg.com/aos@2.3.1/dist/aos.js"></script>
Other
Info

URL https://ga.lacommunitybank.com/site/board-of-directors/details/268
Method GET
Attack
Evidence <script src="https://unpkg.com/aos@2.3.1/dist/aos.js"></script>
Other
Info

URL https://ga.lacommunitybank.com/site/board-of-directors/details/270
Method GET
Attack

Evidence <script src="https://unpkg.com/aos@?2.3.1/dist/aos.js"></script>


https://qa.lacommunitybank.com/site/about-us/management
https://qa.lacommunitybank.com/site/about-us/our-business-success
https://qa.lacommunitybank.com/site/b-loans/details/234
https://qa.lacommunitybank.com/site/b-loans/details/236
https://qa.lacommunitybank.com/site/board-of-directors/details/217
https://qa.lacommunitybank.com/site/board-of-directors/details/268
https://qa.lacommunitybank.com/site/board-of-directors/details/270

Other

Info
URL https://ga.lacommunitybank.com/site/board-of-directors/details/278
Method GET
Attack
Evidence <script src="https://unpkg.com/aos@2.3.1/dist/aos.js"></script>
Other
Info
URL https://ga.lacommunitybank.com/site/branches
Method GET
Attack
Evidence <script src="https://unpkg.com/aos@2.3.1/dist/aos.js"></script>
Other
Info
URL https://ga.lacommunitybank.com/site/business/b-loans
Method GET
Attack
Evidence <script src="https://unpkg.com/aos@2.3.1/dist/aos.js"></script>
Other
Info
URL https://ga.lacommunitybank.com/site/business/details/262
Method GET
Attack
Evidence <script src="https://unpkg.com/aos@2.3.1/dist/aos.js"></script>
Other
Info
URL https://ga.lacommunitybank.com/site/business/open-a-b-account
Method GET
Attack
Evidence <script src="https://unpkg.com/aos@2.3.1/dist/aos.js"></script>
Other
Info
URL https://ga.lacommunitybank.com/site/contact-us
Method GET
Attack
Evidence <script src="https://unpkg.com/aos@?2.3.1/dist/aos.js"></script>
Other
Info
URL https://ga.lacommunitybank.com/site/gallery
Method GET
Attack
Evidence <script src="https://unpkg.com/aos@2.3.1/dist/aos.js"></script>
Other

Info


https://qa.lacommunitybank.com/site/board-of-directors/details/278
https://qa.lacommunitybank.com/site/branches
https://qa.lacommunitybank.com/site/business/b-loans
https://qa.lacommunitybank.com/site/business/details/262
https://qa.lacommunitybank.com/site/business/open-a-b-account
https://qa.lacommunitybank.com/site/contact-us
https://qa.lacommunitybank.com/site/gallery

URL
Method
Attack
Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL
Method

https://ga.lacommunitybank.com/site/gallery/details/1

GET

<script src="https://cdnjs.cloudflare.com/ajax/libs/jquery/3.2.1/jquery.min.js"></script>

https://ga.lacommunitybank.com/site/gallery/details/1

GET

<script src="https://cdnjs.cloudflare.com/ajax/libs/lightbox2/2.8.2/js/lightbox.min.js"></script>

https://ga.lacommunitybank.com/site/gallery/details/1

GET

<script src="https://unpkg.com/aos@2.3.1/dist/aos.js"></script>

https://ga.lacommunitybank.com/site/gallery/details/2

GET

<script src="https://cdnjs.cloudflare.com/ajax/libs/jquery/3.2.1/jquery.min.js"></script>

https://ga.lacommunitybank.com/site/gallery/details/2

GET

<script src="https://cdnjs.cloudflare.com/ajax/libs/lightbox2/2.8.2/js/lightbox.min.js"></script>

https://ga.lacommunitybank.com/site/gallery/details/2

GET

<script src="https://unpkg.com/aos@2.3.1/dist/aos.js"></script>

https://ga.lacommunitybank.com/site/gallery/details/4
GET

<script src="https://cdnjs.cloudflare.com/ajax/libs/jquery/3.2.1/jquery.min.js"></script>

https://ga.lacommunitybank.com/site/gallery/details/4

GET



https://qa.lacommunitybank.com/site/gallery/details/1
https://qa.lacommunitybank.com/site/gallery/details/1
https://qa.lacommunitybank.com/site/gallery/details/1
https://qa.lacommunitybank.com/site/gallery/details/2
https://qa.lacommunitybank.com/site/gallery/details/2
https://qa.lacommunitybank.com/site/gallery/details/2
https://qa.lacommunitybank.com/site/gallery/details/4
https://qa.lacommunitybank.com/site/gallery/details/4

Attack
Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL
Method
Attack

<script src="https://cdnjs.cloudflare.com/ajax/libs/lightbox2/2.8.2/js/lightbox.min.js"></script>

https://ga.lacommunitybank.com/site/gallery/details/4
GET

<script src="https://unpkg.com/aos@2.3.1/dist/aos.js"></script>

https://ga.lacommunitybank.com/site/gallery/details/5

GET

<script src="https://cdnjs.cloudflare.com/ajax/libs/jquery/3.2.1/jquery.min.js"></script>

https://ga.lacommunitybank.com/site/gallery/details/5
GET

<script src="https://cdnjs.cloudflare.com/ajax/libs/lightbox2/2.8.2/js/lightbox.min.js"></script>

https://ga.lacommunitybank.com/site/gallery/details/5

GET

<script src="https://unpkg.com/aos@2.3.1/dist/aos.js"></script>

https://ga.lacommunitybank.com/site/investor-relations/annual-report

GET

<script src="https://unpkg.com/aos@?2.3.1/dist/aos.js"></script>

https://ga.lacommunitybank.com/site/investor-relations/share-offer-forms

GET

<script src="https://unpkg.com/aos@2.3.1/dist/aos.js"></script>

https://ga.lacommunitybank.com/site/loans/details/235

GET



https://qa.lacommunitybank.com/site/gallery/details/4
https://qa.lacommunitybank.com/site/gallery/details/5
https://qa.lacommunitybank.com/site/gallery/details/5
https://qa.lacommunitybank.com/site/gallery/details/5
https://qa.lacommunitybank.com/site/investor-relations/annual-report
https://qa.lacommunitybank.com/site/investor-relations/share-offer-forms
https://qa.lacommunitybank.com/site/loans/details/235

Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL
Method
Attack
Evidence

Other

<script src="https://unpkg.com/aos@2.3.1/dist/aos.js"></script>

https://ga.lacommunitybank.com/site/loans/details/238
GET

<script src="https://unpkg.com/aos@?2.3.1/dist/aos.js"></script>

https://ga.lacommunitybank.com/site/loans/details/239

GET

<script src="https://unpkg.com/aos@2.3.1/dist/aos.js"></script>

https://ga.lacommunitybank.com/site/loans/details/240

GET

<script src="https://unpkg.com/aos@?2.3.1/dist/aos.js"></script>

https://ga.lacommunitybank.com/site/loans/details/241

GET

<script src="https://unpkg.com/aos@2.3.1/dist/aos.js"></script>

https://ga.lacommunitybank.com/site/management/details/269

GET

<script src="https://unpkg.com/aos@2.3.1/dist/aos.js"></script>

https://ga.lacommunitybank.com/site/management/details/282

GET

<script src="https://unpkg.com/aos@2.3.1/dist/aos.js"></script>

https://ga.lacommunitybank.com/site/management/details/283

GET

<script src="https://unpkg.com/aos@2.3.1/dist/aos.js"></script>


https://qa.lacommunitybank.com/site/loans/details/238
https://qa.lacommunitybank.com/site/loans/details/239
https://qa.lacommunitybank.com/site/loans/details/240
https://qa.lacommunitybank.com/site/loans/details/241
https://qa.lacommunitybank.com/site/management/details/269
https://qa.lacommunitybank.com/site/management/details/282
https://qa.lacommunitybank.com/site/management/details/283

Info

URL
Method
Attack
Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL

https://ga.lacommunitybank.com/site/management/details/61

GET

<script src="https://unpkg.com/aos@2.3.1/dist/aos.js"></script>

https://ga.lacommunitybank.com/site/open-a-b-account/details/248

GET

<script src="https://unpkg.com/aos@2.3.1/dist/aos.js"></script>

https://ga.lacommunitybank.com/site/open-a-b-account/details/249

GET

<script src="https://unpkg.com/aos@2.3.1/dist/aos.js"></script>

https://ga.lacommunitybank.com/site/open-an-account/details/242
GET

<script src="https://unpkg.com/aos@2.3.1/dist/aos.js"></script>

https://ga.lacommunitybank.com/site/open-an-account/details/243

GET

<script src="https://unpkg.com/aos@2.3.1/dist/aos.js"></script>

https://ga.lacommunitybank.com/site/open-an-account/details/244

GET

<script src="https://unpkg.com/aos@?2.3.1/dist/aos.js"></script>

https://ga.lacommunitybank.com/site/open-an-account/details/245

GET

<script src="https://unpkg.com/aos@2.3.1/dist/aos.js"></script>

https://ga.lacommunitybank.com/site/open-an-account/details/246



https://qa.lacommunitybank.com/site/management/details/61
https://qa.lacommunitybank.com/site/open-a-b-account/details/248
https://qa.lacommunitybank.com/site/open-a-b-account/details/249
https://qa.lacommunitybank.com/site/open-an-account/details/242
https://qa.lacommunitybank.com/site/open-an-account/details/243
https://qa.lacommunitybank.com/site/open-an-account/details/244
https://qa.lacommunitybank.com/site/open-an-account/details/245
https://qa.lacommunitybank.com/site/open-an-account/details/246

Method
Attack
Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL
Method

GET

<script src="https://unpkg.com/aos@?2.3.1/dist/aos.js"></script>

https://ga.lacommunitybank.com/site/open-an-account/details/247

GET

<script src="https://unpkg.com/aos@2.3.1/dist/aos.js"></script>

https://ga.lacommunitybank.com/site/open-an-account/details/279

GET

<script src="https://unpkg.com/aos@?2.3.1/dist/aos.js"></script>

https://ga.lacommunitybank.com/site/personal/loans

GET

<script src="https://unpkg.com/aos@2.3.1/dist/aos.js"></script>

https://ga.lacommunitybank.com/site/personal/open-an-account

GET

<script src="https://unpkg.com/aos@2.3.1/dist/aos.js"></script>

https://ga.lacommunitybank.com/site/serve/details/254

GET

<script src="https://unpkg.com/aos@2.3.1/dist/aos.js"></script>

https://ga.lacommunitybank.com/site/serve/details/255

GET

<script src="https://unpkg.com/aos@2.3.1/dist/aos.js"></script>

https://ga.lacommunitybank.com/site/serve/details/263
GET


https://qa.lacommunitybank.com/site/open-an-account/details/247
https://qa.lacommunitybank.com/site/open-an-account/details/279
https://qa.lacommunitybank.com/site/personal/loans
https://qa.lacommunitybank.com/site/personal/open-an-account
https://qa.lacommunitybank.com/site/serve/details/254
https://qa.lacommunitybank.com/site/serve/details/255
https://qa.lacommunitybank.com/site/serve/details/263

Attack

Evidence <script src="https://unpkg.com/aos@?2.3.1/dist/aos.js"></script>
Other
Info

URL https://ga.lacommunitybank.com/site/serve/details/264
Method GET
Attack
Evidence <script src="https://unpkg.com/aos@2.3.1/dist/aos.js"></script>
Other
Info

URL https://ga.lacommunitybank.com/site/serve/details/265
Method GET
Attack
Evidence <script src="https://unpkg.com/aos@2.3.1/dist/aos.js"></script>
Other
Info

URL https://ga.lacommunitybank.com/site/services/business
Method GET
Attack
Evidence <script src="https://unpkg.com/aos@2.3.1/dist/aos.js"></script>
Other
Info

URL https://ga.lacommunitybank.com/site/services/digital
Method GET
Attack
Evidence <script src="https://unpkg.com/aos@2.3.1/dist/aos.js"></script>
Other
Info

URL https://ga.lacommunitybank.com/site/services/personal
Method GET
Attack
Evidence <script src="https://unpkg.com/aos@?2.3.1/dist/aos.js"></script>
Other
Info

URL https://ga.lacommunitybank.com/site/services/serve
Method GET
Attack
Evidence <script src="https://unpkg.com/aos@2.3.1/dist/aos.js"></script>
Other
Info

Instances 60

Ensure JavaScript source files are loaded from only trusted sources, and the sources can't

Solution be controlled by end users of the application.

Reference


https://qa.lacommunitybank.com/site/serve/details/264
https://qa.lacommunitybank.com/site/serve/details/265
https://qa.lacommunitybank.com/site/services/business
https://qa.lacommunitybank.com/site/services/digital
https://qa.lacommunitybank.com/site/services/personal
https://qa.lacommunitybank.com/site/services/serve

CWE Id 829

WASC Id 15
Plugin Id 10017
Low Information Disclosure - Debug Error Messages

The response appeared to contain common error messages returned by platforms such as
Description ASP.NET, and Web-servers such as IIS and Apache. You can configure the list of common
debug messages.

URL https://ga.lacommunitybank.com/
Method GET
Attack
Evidence Internal Server Error
Other
Info
URL https://ga.lacommunitybank.com/%27%20.%20%$contacts-%3Efacebook%20.%20%27
Method GET
Attack
Evidence Internal Server Error
Other
Info
URL https://ga.lacommunitybank.com/%27%20.%20$contacts-%3Einstagram%20.%20%27
Method GET
Attack
Evidence Internal Server Error
Other
Info
URL https://ga.lacommunitybank.com/%27%20.%20$contacts-%3Elinkedin%20.%20%27
Method GET
Attack
Evidence Internal Server Error
Other
Info
URL https://ga.lacommunitybank.com/%27%20.%20$contacts-%3Etwitter%20.%20%27
Method GET
Attack
Evidence Internal Server Error
Other
Info
URL https://ga.lacommunitybank.com/%27%20.%20$contacts-%3Ewhatsapp%20.%20%27
Method GET
Attack
Evidence Internal Server Error
Other
Info

URL https://ga.lacommunitybank.com/%27%20.%20$contacts-%3Eyoutube%20.%20%27



https://cwe.mitre.org/data/definitions/829.html
https://www.zaproxy.org/docs/alerts/10017/
https://qa.lacommunitybank.com/
https://qa.lacommunitybank.com/%27%20.%20$contacts-%3Efacebook%20.%20%27
https://qa.lacommunitybank.com/%27%20.%20$contacts-%3Einstagram%20.%20%27
https://qa.lacommunitybank.com/%27%20.%20$contacts-%3Elinkedin%20.%20%27
https://qa.lacommunitybank.com/%27%20.%20$contacts-%3Etwitter%20.%20%27
https://qa.lacommunitybank.com/%27%20.%20$contacts-%3Ewhatsapp%20.%20%27
https://qa.lacommunitybank.com/%27%20.%20$contacts-%3Eyoutube%20.%20%27

Method GET

Attack
Evidence Internal Server Error
Other
Info
URL https://ga.lacommunitybank.com/%3C/?=%20$menu-%3Emenu_link%20?%3E
Method GET
Attack
Evidence Internal Server Error
Other
Info
URL https://ga.lacommunitybank.com/%3C/?=%20$sub-%3Emenu_link%20?%3E
Method GET
Attack
Evidence Internal Server Error
Other
Info
URL https://ga.lacommunitybank.com/%3C/?=%20$this-%3EUrl-%3Ebuild
Method GET
Attack
Evidence Internal Server Error
Other
Info
URL https://ga.lacommunitybank.com/%3C/?=%20%this-%3EUrl-%3Eimage
Method GET
Attack
Evidence Internal Server Error
Other
Info
URL https://ga.lacommunitybank.com/about-us/%27%20.%20$contacts-%3Efacebook%20.%
20%27
Method GET
Attack
Evidence Internal Server Error
Other
Info
URL https://ga.lacommunitybank.com/about-us/%27%20.%20$contacts-%3Einstagram%20.%
20%27
Method GET
Attack
Evidence Internal Server Error
Other
Info
URL https://ga.lacommunitybank.com/about-us/%27%20.%20$contacts-%3Elinkedin%20.%20%

27


https://qa.lacommunitybank.com/%3C/?=%20$menu-%3Emenu_link%20?%3E
https://qa.lacommunitybank.com/%3C/?=%20$sub-%3Emenu_link%20?%3E
https://qa.lacommunitybank.com/%3C/?=%20$this-%3EUrl-%3Ebuild
https://qa.lacommunitybank.com/%3C/?=%20$this-%3EUrl-%3Eimage
https://qa.lacommunitybank.com/about-us/%27%20.%20$contacts-%3Efacebook%20.%20%27
https://qa.lacommunitybank.com/about-us/%27%20.%20$contacts-%3Efacebook%20.%20%27
https://qa.lacommunitybank.com/about-us/%27%20.%20$contacts-%3Einstagram%20.%20%27
https://qa.lacommunitybank.com/about-us/%27%20.%20$contacts-%3Einstagram%20.%20%27
https://qa.lacommunitybank.com/about-us/%27%20.%20$contacts-%3Elinkedin%20.%20%27
https://qa.lacommunitybank.com/about-us/%27%20.%20$contacts-%3Elinkedin%20.%20%27
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Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL

Method
Attack
Evidence

Other
Info

URL

Method
Attack
Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL

GET

Internal Server Error

https://ga.lacommunitybank.com/about-us/%27%20.%20$contacts-%3Etwitter%20.%20%27
GET

Internal Server Error
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Strict-Transport-Security Header Not Set

HTTP Strict Transport Security (HSTS) is a web security policy mechanism whereby a web
server declares that complying user agents (such as a web browser) are to interact with it
using only secure HTTPS connections (i.e. HTTP layered over TLS/SSL). HSTS is an IETF

standards track protocol and is specified in RFC 6797.
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https://qa.lacommunitybank.com/business/%27%20.%20$contacts-%3Etwitter%20.%20%27
https://qa.lacommunitybank.com/business/%27%20.%20$contacts-%3Ewhatsapp%20.%20%27
https://qa.lacommunitybank.com/business/%27%20.%20$contacts-%3Ewhatsapp%20.%20%27
https://qa.lacommunitybank.com/business/%27%20.%20$contacts-%3Eyoutube%20.%20%27
https://qa.lacommunitybank.com/business/%27%20.%20$contacts-%3Eyoutube%20.%20%27
https://qa.lacommunitybank.com/business/%3C/?=%20$menu-%3Emenu_link%20?%3E
https://qa.lacommunitybank.com/business/%3C/?=%20$sub-%3Emenu_link%20?%3E
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https://ga.lacommunitybank.com/img/2022-02-04-121930istockphoto-1273843154-170667a.
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https://qa.lacommunitybank.com/business/%3C/?=%20$this-%3EUrl-%3Ebuild
https://qa.lacommunitybank.com/contact-us/contact-form
https://qa.lacommunitybank.com/css/base.css
https://qa.lacommunitybank.com/css/style.css
https://qa.lacommunitybank.com/favicon.ico
https://qa.lacommunitybank.com/img/
https://qa.lacommunitybank.com/img/2022-02-04-121930istockphoto-1273843154-170667a.jpg
https://qa.lacommunitybank.com/img/2022-02-04-121930istockphoto-1273843154-170667a.jpg
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https://ga.lacommunitybank.com/img/2022-02-04-123610shutterstock 111190532.jpg
GET

https://ga.lacommunitybank.com/img/banner-shape-1.png

GET

https://ga.lacommunitybank.com/img/favicon.png

GET

https://ga.lacommunitybank.com/img/noimage.png

GET

https://ga.lacommunitybank.com/investor-relations/%27%20.%20%contacts-%3Efacebook%
20.%20%27

GET

https://ga.lacommunitybank.com/investor-relations/%27%20.%20$contacts-%3Einstagram%
20.%20%27

GET

https://ga.lacommunitybank.com/investor-relations/%27%20.%20$contacts-%3Elinkedin%
20.%20%27

GET



https://qa.lacommunitybank.com/img/2022-02-04-123610shutterstock_111190532.jpg
https://qa.lacommunitybank.com/img/banner-shape-1.png
https://qa.lacommunitybank.com/img/favicon.png
https://qa.lacommunitybank.com/img/noimage.png
https://qa.lacommunitybank.com/investor-relations/%27%20.%20$contacts-%3Efacebook%20.%20%27
https://qa.lacommunitybank.com/investor-relations/%27%20.%20$contacts-%3Efacebook%20.%20%27
https://qa.lacommunitybank.com/investor-relations/%27%20.%20$contacts-%3Einstagram%20.%20%27
https://qa.lacommunitybank.com/investor-relations/%27%20.%20$contacts-%3Einstagram%20.%20%27
https://qa.lacommunitybank.com/investor-relations/%27%20.%20$contacts-%3Elinkedin%20.%20%27
https://qa.lacommunitybank.com/investor-relations/%27%20.%20$contacts-%3Elinkedin%20.%20%27

Other
Info

URL

Method
Attack
Evidence

Other
Info

URL

Method
Attack
Evidence

Other
Info

URL

Method
Attack
Evidence

Other
Info

URL

Method
Attack
Evidence

Other
Info

URL

Method
Attack
Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL
Method
Attack

https://ga.lacommunitybank.com/investor-relations/%27%20.%20$contacts-%3Etwitter%
20.%20%27

GET

https://ga.lacommunitybank.com/investor-relations/%27%20.%20$contacts-%3Ewhatsapp%
20.%20%27

GET

https://ga.lacommunitybank.com/investor-relations/%27%20.%20%contacts-%3Eyoutube%
20.%20%27

GET

https://ga.lacommunitybank.com/investor-relations/%3C/?=%20$menu-%3Emenu_link%
20?%3E

GET

https://ga.lacommunitybank.com/investor-relations/%3C/?=%20$sub-%3Emenu_link%20?%
3E

GET

https://ga.lacommunitybank.com/investor-relations/%3C/?=%20$this-%3EUrl-%3Ebuild

GET

https://ga.lacommunitybank.com/js/jquery-1.11.0.min.js

GET


https://qa.lacommunitybank.com/investor-relations/%27%20.%20$contacts-%3Etwitter%20.%20%27
https://qa.lacommunitybank.com/investor-relations/%27%20.%20$contacts-%3Etwitter%20.%20%27
https://qa.lacommunitybank.com/investor-relations/%27%20.%20$contacts-%3Ewhatsapp%20.%20%27
https://qa.lacommunitybank.com/investor-relations/%27%20.%20$contacts-%3Ewhatsapp%20.%20%27
https://qa.lacommunitybank.com/investor-relations/%27%20.%20$contacts-%3Eyoutube%20.%20%27
https://qa.lacommunitybank.com/investor-relations/%27%20.%20$contacts-%3Eyoutube%20.%20%27
https://qa.lacommunitybank.com/investor-relations/%3C/?=%20$menu-%3Emenu_link%20?%3E
https://qa.lacommunitybank.com/investor-relations/%3C/?=%20$menu-%3Emenu_link%20?%3E
https://qa.lacommunitybank.com/investor-relations/%3C/?=%20$sub-%3Emenu_link%20?%3E
https://qa.lacommunitybank.com/investor-relations/%3C/?=%20$sub-%3Emenu_link%20?%3E
https://qa.lacommunitybank.com/investor-relations/%3C/?=%20$this-%3EUrl-%3Ebuild
https://qa.lacommunitybank.com/js/jquery-1.11.0.min.js
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https://ga.lacommunitybank.com/personal/%27%20.%20$contacts-%3Efacebook%20.%
20%27

GET

https://ga.lacommunitybank.com/personal/%27%20.%20%contacts-%3Einstagram%20.%
20%27

GET

https://ga.lacommunitybank.com/personal/%27%20.%20$contacts-%3Elinkedin%20.%20%
27

GET

https://ga.lacommunitybank.com/personal/%27%20.%20$contacts-%3Etwitter%20.%20%27

GET

https://ga.lacommunitybank.com/personal/%27%20.%20$contacts-%3Ewhatsapp%20.%
20%27

GET

https://qa.lacommunitybank.com/personal/%27%20.%20$contacts-%3Eyoutube%20.%20%
27

GET

https://ga.lacommunitybank.com/personal/%3C/?=%20$menu-%3Emenu_link%20?%3E

GET



https://qa.lacommunitybank.com/personal/%27%20.%20$contacts-%3Efacebook%20.%20%27
https://qa.lacommunitybank.com/personal/%27%20.%20$contacts-%3Efacebook%20.%20%27
https://qa.lacommunitybank.com/personal/%27%20.%20$contacts-%3Einstagram%20.%20%27
https://qa.lacommunitybank.com/personal/%27%20.%20$contacts-%3Einstagram%20.%20%27
https://qa.lacommunitybank.com/personal/%27%20.%20$contacts-%3Elinkedin%20.%20%27
https://qa.lacommunitybank.com/personal/%27%20.%20$contacts-%3Elinkedin%20.%20%27
https://qa.lacommunitybank.com/personal/%27%20.%20$contacts-%3Etwitter%20.%20%27
https://qa.lacommunitybank.com/personal/%27%20.%20$contacts-%3Ewhatsapp%20.%20%27
https://qa.lacommunitybank.com/personal/%27%20.%20$contacts-%3Ewhatsapp%20.%20%27
https://qa.lacommunitybank.com/personal/%27%20.%20$contacts-%3Eyoutube%20.%20%27
https://qa.lacommunitybank.com/personal/%27%20.%20$contacts-%3Eyoutube%20.%20%27
https://qa.lacommunitybank.com/personal/%3C/?=%20$menu-%3Emenu_link%20?%3E
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https://ga.lacommunitybank.com/personal/%3C/?=%20%sub-%3Emenu_link%20?%3E

GET

https://qa.lacommunitybank.com/personal/%3C/?=%20%this-%3EUrl-%3Ebuild
GET

https://qa.lacommunitybank.com/robots.txt

GET

https://ga.lacommunitybank.com/services/%27%20.%20$contacts-%3Efacebook%20.%20%
27

GET

https://ga.lacommunitybank.com/services/%27%20.%20$contacts-%3Einstagram%20.%
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GET

https://ga.lacommunitybank.com/services/%27%20.%20$contacts-%3Elinkedin%20.%20%
27

GET

https://ga.lacommunitybank.com/services/%27%20.%20$contacts-%3Etwitter%20.%20%27
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https://qa.lacommunitybank.com/personal/%3C/?=%20$sub-%3Emenu_link%20?%3E
https://qa.lacommunitybank.com/personal/%3C/?=%20$this-%3EUrl-%3Ebuild
https://qa.lacommunitybank.com/robots.txt
https://qa.lacommunitybank.com/services/%27%20.%20$contacts-%3Efacebook%20.%20%27
https://qa.lacommunitybank.com/services/%27%20.%20$contacts-%3Efacebook%20.%20%27
https://qa.lacommunitybank.com/services/%27%20.%20$contacts-%3Einstagram%20.%20%27
https://qa.lacommunitybank.com/services/%27%20.%20$contacts-%3Einstagram%20.%20%27
https://qa.lacommunitybank.com/services/%27%20.%20$contacts-%3Elinkedin%20.%20%27
https://qa.lacommunitybank.com/services/%27%20.%20$contacts-%3Elinkedin%20.%20%27
https://qa.lacommunitybank.com/services/%27%20.%20$contacts-%3Etwitter%20.%20%27
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https://qa.lacommunitybank.com/services/%27%?20.%20$contacts-%3Ewhatsapp%20.%
20%27

GET

https://ga.lacommunitybank.com/services/%27%20.%20%$contacts-%3Eyoutube%20.%20%
27

GET

https://ga.lacommunitybank.com/services/%3C/?2=%20$menu-%3Emenu_link%20?%3E

GET

https://ga.lacommunitybank.com/services/%3C/?=%20%sub-%3Emenu_link%20?%3E

GET

https://ga.lacommunitybank.com/services/%3C/?=%20%$this-%3EUrl-%3Ebuild
GET

https://ga.lacommunitybank.com/site/
GET

https://ga.lacommunitybank.com/site/%3C/?=%20$menu-%3Emenu_link%20?%3E

GET



https://qa.lacommunitybank.com/services/%27%20.%20$contacts-%3Ewhatsapp%20.%20%27
https://qa.lacommunitybank.com/services/%27%20.%20$contacts-%3Ewhatsapp%20.%20%27
https://qa.lacommunitybank.com/services/%27%20.%20$contacts-%3Eyoutube%20.%20%27
https://qa.lacommunitybank.com/services/%27%20.%20$contacts-%3Eyoutube%20.%20%27
https://qa.lacommunitybank.com/services/%3C/?=%20$menu-%3Emenu_link%20?%3E
https://qa.lacommunitybank.com/services/%3C/?=%20$sub-%3Emenu_link%20?%3E
https://qa.lacommunitybank.com/services/%3C/?=%20$this-%3EUrl-%3Ebuild
https://qa.lacommunitybank.com/site/
https://qa.lacommunitybank.com/site/%3C/?=%20$menu-%3Emenu_link%20?%3E
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https://ga.lacommunitybank.com/site/%3C/?=%20%$this-%3EUrl-%3Ebuild(%5B'controller'%
20=%3E%20$menuDetails-%3Eslug.%20'action'%20=%3E'index'%5D)%20?%3E

GET

https://ga.lacommunitybank.com/site/%3C/?=%20%this-%3EUrl-%3Eimage(isset($content-%
3Eimage path)%20%3E%200%20?%20$content-%3Eimage path%20:%20'noimage.

png')%20?%3E
GET

https://ga.lacommunitybank.com/site/%3C/?=%20%this-%3EUrl-%3Eimage(sizeof($content-
%3Econtent_images)%20%3E%200%20?%20$content-%3Econtent_images%5B0%5D-%
3Eimage path%20:'noimage.png’)%20?%3E

GET

https://ga.lacommunitybank.com/site/'%20.%20%$contacts-%3Efacebook%20.%20"

GET

https://ga.lacommunitybank.com/site/'%20.%20$contacts-%3Einstagram%20.%20'

GET

https://qa.lacommunitybank.com/site/'%20.%20%$contacts-%3Elinkedin%20.%20'
GET



https://qa.lacommunitybank.com/site/%3C/?=%20$sub-%3Emenu_link%20?%3E
https://qa.lacommunitybank.com/site/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20$menuDetails-%3Eslug,%20'action'%20=%3E'index'%5D)%20?%3E
https://qa.lacommunitybank.com/site/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20$menuDetails-%3Eslug,%20'action'%20=%3E'index'%5D)%20?%3E
https://qa.lacommunitybank.com/site/%3C/?=%20$this-%3EUrl-%3Eimage(isset($content-%3Eimage_path)%20%3E%200%20?%20$content-%3Eimage_path%20:%20'noimage.png')%20?%3E
https://qa.lacommunitybank.com/site/%3C/?=%20$this-%3EUrl-%3Eimage(isset($content-%3Eimage_path)%20%3E%200%20?%20$content-%3Eimage_path%20:%20'noimage.png')%20?%3E
https://qa.lacommunitybank.com/site/%3C/?=%20$this-%3EUrl-%3Eimage(isset($content-%3Eimage_path)%20%3E%200%20?%20$content-%3Eimage_path%20:%20'noimage.png')%20?%3E
https://qa.lacommunitybank.com/site/%3C/?=%20$this-%3EUrl-%3Eimage(sizeof($content-%3Econtent_images)%20%3E%200%20?%20$content-%3Econtent_images%5B0%5D-%3Eimage_path%20:'noimage.png')%20?%3E
https://qa.lacommunitybank.com/site/%3C/?=%20$this-%3EUrl-%3Eimage(sizeof($content-%3Econtent_images)%20%3E%200%20?%20$content-%3Econtent_images%5B0%5D-%3Eimage_path%20:'noimage.png')%20?%3E
https://qa.lacommunitybank.com/site/%3C/?=%20$this-%3EUrl-%3Eimage(sizeof($content-%3Econtent_images)%20%3E%200%20?%20$content-%3Econtent_images%5B0%5D-%3Eimage_path%20:'noimage.png')%20?%3E
https://qa.lacommunitybank.com/site/'%20.%20$contacts-%3Efacebook%20.%20'
https://qa.lacommunitybank.com/site/'%20.%20$contacts-%3Einstagram%20.%20'
https://qa.lacommunitybank.com/site/'%20.%20$contacts-%3Elinkedin%20.%20'
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https://ga.lacommunitybank.com/site/'%20.%20$contacts-%3Etwitter%20.%20'

GET

https://qa.lacommunitybank.com/site/'%20.%20%$contacts-%3Ewhatsapp%20.%20'

GET

https://ga.lacommunitybank.com/site/'%20.%20$contacts-%3Eyoutube%20.%20'

GET

https://ga.lacommunitybank.com/site/about-us/%3C/?2=%20$sub-%3Emenu_link%20?%3E

GET

https://qa.lacommunitybank.com/site/about-us/%3C/?=%20%$this-%3EUrl-%3Ebuild(%
5B'controller'%20=%3E%?20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%
20?%20%this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%
20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:
(isset($this-%3Erequest-%3Eparams%5B'section'%5D) ?$this-%3Erequest-%3Eparams%

20'details'.$content-%3Eid%5D)%20?%3E
GET


https://qa.lacommunitybank.com/site/'%20.%20$contacts-%3Etwitter%20.%20'
https://qa.lacommunitybank.com/site/'%20.%20$contacts-%3Ewhatsapp%20.%20'
https://qa.lacommunitybank.com/site/'%20.%20$contacts-%3Eyoutube%20.%20'
https://qa.lacommunitybank.com/site/about-us/%3C/?=%20$menu-%3Emenu_link%20?%3E
https://qa.lacommunitybank.com/site/about-us/%3C/?=%20$sub-%3Emenu_link%20?%3E
https://qa.lacommunitybank.com/site/about-us/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/about-us/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/about-us/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/about-us/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/about-us/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/about-us/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/about-us/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E

URL
Method
Attack
Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL
Method

https://ga.lacommunitybank.com/site/about-us/'%20.%20%$contacts-%3Efacebook%20.%20"

GET

https://ga.lacommunitybank.com/site/about-us/'%20.%20$contacts-%3Einstagram%20.%20"'

GET

https://ga.lacommunitybank.com/site/about-us/'%20.%20$contacts-%3Elinkedin%20.%20'

GET

https://qa.lacommunitybank.com/site/about-us/'%20.%20$contacts-%3Etwitter%20.%20'

GET

https://ga.lacommunitybank.com/site/about-us/'%20.%20$contacts-%3Ewhatsapp%20.%20'

GET

https://ga.lacommunitybank.com/site/about-us/'%20.%20$contacts-%3Eyoutube%20.%20'

GET

https://ga.lacommunitybank.com/site/about-us/about-I-c-b

GET

https://ga.lacommunitybank.com/site/about-us/board-of-directors

GET


https://qa.lacommunitybank.com/site/about-us/'%20.%20$contacts-%3Efacebook%20.%20'
https://qa.lacommunitybank.com/site/about-us/'%20.%20$contacts-%3Einstagram%20.%20'
https://qa.lacommunitybank.com/site/about-us/'%20.%20$contacts-%3Elinkedin%20.%20'
https://qa.lacommunitybank.com/site/about-us/'%20.%20$contacts-%3Etwitter%20.%20'
https://qa.lacommunitybank.com/site/about-us/'%20.%20$contacts-%3Ewhatsapp%20.%20'
https://qa.lacommunitybank.com/site/about-us/'%20.%20$contacts-%3Eyoutube%20.%20'
https://qa.lacommunitybank.com/site/about-us/about-l-c-b
https://qa.lacommunitybank.com/site/about-us/board-of-directors
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URL

https://ga.lacommunitybank.com/site/about-us/management

GET

https://ga.lacommunitybank.com/site/about-us/our-business-success

GET

https://ga.lacommunitybank.com/site/b-loans/details/%3C/?=%20$menu-%3Emenu_link%
20?%3E

GET

https://ga.lacommunitybank.com/site/b-loans/details/%3C/?=%20$sub-%3Emenu_link%
20?%3E

GET

https://ga.lacommunitybank.com/site/b-loans/details/'%20.%20%$contacts-%3Efacebook%
20.%20'

GET

https://ga.lacommunitybank.com/site/b-loans/details/'%20.%20$contacts-%3Einstagram%
20.%20'

GET

https://ga.lacommunitybank.com/site/b-loans/details/'%20.%20$contacts-%3Elinkedin%20.%
20'



https://qa.lacommunitybank.com/site/about-us/management
https://qa.lacommunitybank.com/site/about-us/our-business-success
https://qa.lacommunitybank.com/site/b-loans/details/%3C/?=%20$menu-%3Emenu_link%20?%3E
https://qa.lacommunitybank.com/site/b-loans/details/%3C/?=%20$menu-%3Emenu_link%20?%3E
https://qa.lacommunitybank.com/site/b-loans/details/%3C/?=%20$sub-%3Emenu_link%20?%3E
https://qa.lacommunitybank.com/site/b-loans/details/%3C/?=%20$sub-%3Emenu_link%20?%3E
https://qa.lacommunitybank.com/site/b-loans/details/'%20.%20$contacts-%3Efacebook%20.%20'
https://qa.lacommunitybank.com/site/b-loans/details/'%20.%20$contacts-%3Efacebook%20.%20'
https://qa.lacommunitybank.com/site/b-loans/details/'%20.%20$contacts-%3Einstagram%20.%20'
https://qa.lacommunitybank.com/site/b-loans/details/'%20.%20$contacts-%3Einstagram%20.%20'
https://qa.lacommunitybank.com/site/b-loans/details/'%20.%20$contacts-%3Elinkedin%20.%20'
https://qa.lacommunitybank.com/site/b-loans/details/'%20.%20$contacts-%3Elinkedin%20.%20'
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https://ga.lacommunitybank.com/site/b-loans/details/'%20.%20$contacts-%3Etwitter%20.%
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https://ga.lacommunitybank.com/site/b-loans/details/'%20.%20$contacts-%3Ewhatsapp%
20.%20'
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https://ga.lacommunitybank.com/site/b-loans/details/'%20.%20$contacts-%3Eyoutube%
20.%20'
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URL https://ga.lacommunitybank.com/site/b-loans/details/236
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https://qa.lacommunitybank.com/site/board-of-directors/details/%3C/?=%20$menu-%
3Emenu_link%20?%3E
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https://qa.lacommunitybank.com/site/b-loans/details/'%20.%20$contacts-%3Etwitter%20.%20'
https://qa.lacommunitybank.com/site/b-loans/details/'%20.%20$contacts-%3Etwitter%20.%20'
https://qa.lacommunitybank.com/site/b-loans/details/'%20.%20$contacts-%3Ewhatsapp%20.%20'
https://qa.lacommunitybank.com/site/b-loans/details/'%20.%20$contacts-%3Ewhatsapp%20.%20'
https://qa.lacommunitybank.com/site/b-loans/details/'%20.%20$contacts-%3Eyoutube%20.%20'
https://qa.lacommunitybank.com/site/b-loans/details/'%20.%20$contacts-%3Eyoutube%20.%20'
https://qa.lacommunitybank.com/site/b-loans/details/234
https://qa.lacommunitybank.com/site/b-loans/details/236
https://qa.lacommunitybank.com/site/board-of-directors/details/%3C/?=%20$menu-%3Emenu_link%20?%3E
https://qa.lacommunitybank.com/site/board-of-directors/details/%3C/?=%20$menu-%3Emenu_link%20?%3E
https://qa.lacommunitybank.com/site/board-of-directors/details/%3C/?=%20$sub-%3Emenu_link%20?%3E
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3Emenu_link%20?%3E
GET

https://qa.lacommunitybank.com/site/board-of-directors/details/'%20.%20%$contacts-%
3Efacebook%20.%20"

GET

https://qa.lacommunitybank.com/site/board-of-directors/details/'%20.%20%contacts-%
3Einstagram%20.%20'

GET

https://qa.lacommunitybank.com/site/board-of-directors/details/'%20.%20$contacts-%
3Elinkedin%20.%20"

GET

https://ga.lacommunitybank.com/site/board-of-directors/details/'%20.%20%$contacts-%
3Etwitter%20.%20"

GET

https://ga.lacommunitybank.com/site/board-of-directors/details/'%20.%20$contacts-%
3Ewhatsapp%20.%20'

GET

https://qa.lacommunitybank.com/site/board-of-directors/details/'%20.%20%contacts-%
3Eyoutube%20.%20'

GET



https://qa.lacommunitybank.com/site/board-of-directors/details/%3C/?=%20$sub-%3Emenu_link%20?%3E
https://qa.lacommunitybank.com/site/board-of-directors/details/'%20.%20$contacts-%3Efacebook%20.%20'
https://qa.lacommunitybank.com/site/board-of-directors/details/'%20.%20$contacts-%3Efacebook%20.%20'
https://qa.lacommunitybank.com/site/board-of-directors/details/'%20.%20$contacts-%3Einstagram%20.%20'
https://qa.lacommunitybank.com/site/board-of-directors/details/'%20.%20$contacts-%3Einstagram%20.%20'
https://qa.lacommunitybank.com/site/board-of-directors/details/'%20.%20$contacts-%3Elinkedin%20.%20'
https://qa.lacommunitybank.com/site/board-of-directors/details/'%20.%20$contacts-%3Elinkedin%20.%20'
https://qa.lacommunitybank.com/site/board-of-directors/details/'%20.%20$contacts-%3Etwitter%20.%20'
https://qa.lacommunitybank.com/site/board-of-directors/details/'%20.%20$contacts-%3Etwitter%20.%20'
https://qa.lacommunitybank.com/site/board-of-directors/details/'%20.%20$contacts-%3Ewhatsapp%20.%20'
https://qa.lacommunitybank.com/site/board-of-directors/details/'%20.%20$contacts-%3Ewhatsapp%20.%20'
https://qa.lacommunitybank.com/site/board-of-directors/details/'%20.%20$contacts-%3Eyoutube%20.%20'
https://qa.lacommunitybank.com/site/board-of-directors/details/'%20.%20$contacts-%3Eyoutube%20.%20'
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https://ga.lacommunitybank.com/site/board-of-directors/details/217

GET

https://ga.lacommunitybank.com/site/board-of-directors/details/268

GET

https://ga.lacommunitybank.com/site/board-of-directors/details/270

GET

https://ga.lacommunitybank.com/site/board-of-directors/details/278
GET

https://ga.lacommunitybank.com/site/branches

GET

https://ga.lacommunitybank.com/site/business/%3C/?=%20$menu-%3Emenu_link%20?%
3E

GET

https://ga.lacommunitybank.com/site/business/%3C/?=%20%sub-%3Emenu_link%20?%3E

GET


https://qa.lacommunitybank.com/site/board-of-directors/details/217
https://qa.lacommunitybank.com/site/board-of-directors/details/268
https://qa.lacommunitybank.com/site/board-of-directors/details/270
https://qa.lacommunitybank.com/site/board-of-directors/details/278
https://qa.lacommunitybank.com/site/branches
https://qa.lacommunitybank.com/site/business/%3C/?=%20$menu-%3Emenu_link%20?%3E
https://qa.lacommunitybank.com/site/business/%3C/?=%20$menu-%3Emenu_link%20?%3E
https://qa.lacommunitybank.com/site/business/%3C/?=%20$sub-%3Emenu_link%20?%3E
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https://ga.lacommunitybank.com/site/business/%3C/?=%20$this-%3EUrl-%3Ebuild(%
5B'controller'%20=%3E%20$menuDetails-%3Eslug,%20'action'%20=%3E'index'%5D)%
20?%3E

GET

https://qa.lacommunitybank.com/site/business/%3C/?=%20%this-%3EUrl-%3Ebuild(%
5B'controller'%20=%3E%?20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%
20?%20%$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%
20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%

20%20%20%20: (isset($this-%3Erequest-%3Eparams%5B'section'%5D) ?$this-%3Erequest-

%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%
5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E

GET

https://qa.lacommunitybank.com/site/business/%3C/?=%20%this-%3EUrl-%3Ebuild(%
5B'controller'%20=%3E%?20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%
20?%20%this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%
20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:
(isset($this-%3Erequest-%3Eparams%5B'section'%5D) ?$this-%3Erequest-%3Eparams%
5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D).'action'%20=%3E%
20'details'.$content-%3Eid%5D)%20?%3E

GET

https://ga.lacommunitybank.com/site/business/'%20.%20%$contacts-%3Efacebook%20.%20'

GET

https://gqa.lacommunitybank.com/site/business/'%20.%20$contacts-%3Einstagram%20.%20'

GET

https://ga.lacommunitybank.com/site/business/'%20.%20$contacts-%3Elinkedin%20.%20'

GET



https://qa.lacommunitybank.com/site/business/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20$menuDetails-%3Eslug,%20'action'%20=%3E'index'%5D)%20?%3E
https://qa.lacommunitybank.com/site/business/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20$menuDetails-%3Eslug,%20'action'%20=%3E'index'%5D)%20?%3E
https://qa.lacommunitybank.com/site/business/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20$menuDetails-%3Eslug,%20'action'%20=%3E'index'%5D)%20?%3E
https://qa.lacommunitybank.com/site/business/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/business/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/business/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/business/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/business/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/business/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/business/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/business/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/business/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/business/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/business/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/business/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/business/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
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https://ga.lacommunitybank.com/site/management/details/'%20.%20$contacts-%3Etwitter%
20.%20'



https://qa.lacommunitybank.com/site/loans/details/241
https://qa.lacommunitybank.com/site/management/details/%3C/?=%20$menu-%3Emenu_link%20?%3E
https://qa.lacommunitybank.com/site/management/details/%3C/?=%20$menu-%3Emenu_link%20?%3E
https://qa.lacommunitybank.com/site/management/details/%3C/?=%20$sub-%3Emenu_link%20?%3E
https://qa.lacommunitybank.com/site/management/details/%3C/?=%20$sub-%3Emenu_link%20?%3E
https://qa.lacommunitybank.com/site/management/details/'%20.%20$contacts-%3Efacebook%20.%20'
https://qa.lacommunitybank.com/site/management/details/'%20.%20$contacts-%3Efacebook%20.%20'
https://qa.lacommunitybank.com/site/management/details/'%20.%20$contacts-%3Einstagram%20.%20'
https://qa.lacommunitybank.com/site/management/details/'%20.%20$contacts-%3Einstagram%20.%20'
https://qa.lacommunitybank.com/site/management/details/'%20.%20$contacts-%3Elinkedin%20.%20'
https://qa.lacommunitybank.com/site/management/details/'%20.%20$contacts-%3Elinkedin%20.%20'
https://qa.lacommunitybank.com/site/management/details/'%20.%20$contacts-%3Etwitter%20.%20'
https://qa.lacommunitybank.com/site/management/details/'%20.%20$contacts-%3Etwitter%20.%20'
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GET

https://ga.lacommunitybank.com/site/management/details/'%20.%20$contacts-%
3Ewhatsapp%20.%20'

GET

https://ga.lacommunitybank.com/site/management/details/'%20.%20$contacts-%
3Eyoutube%20.%20"

GET

https://ga.lacommunitybank.com/site/management/details/269
GET

https://ga.lacommunitybank.com/site/management/details/282

GET

https://ga.lacommunitybank.com/site/management/details/283

GET

https://ga.lacommunitybank.com/site/management/details/61

GET

https://ga.lacommunitybank.com/site/open-a-b-account/details/%3C/?=%20$menu-%
3Emenu_link%20?%3E



https://qa.lacommunitybank.com/site/management/details/'%20.%20$contacts-%3Ewhatsapp%20.%20'
https://qa.lacommunitybank.com/site/management/details/'%20.%20$contacts-%3Ewhatsapp%20.%20'
https://qa.lacommunitybank.com/site/management/details/'%20.%20$contacts-%3Eyoutube%20.%20'
https://qa.lacommunitybank.com/site/management/details/'%20.%20$contacts-%3Eyoutube%20.%20'
https://qa.lacommunitybank.com/site/management/details/269
https://qa.lacommunitybank.com/site/management/details/282
https://qa.lacommunitybank.com/site/management/details/283
https://qa.lacommunitybank.com/site/management/details/61
https://qa.lacommunitybank.com/site/open-a-b-account/details/%3C/?=%20$menu-%3Emenu_link%20?%3E
https://qa.lacommunitybank.com/site/open-a-b-account/details/%3C/?=%20$menu-%3Emenu_link%20?%3E
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https://ga.lacommunitybank.com/site/open-a-b-account/details/%3C/?=%20$sub-%
3Emenu_link%20?%3E

GET

https://qa.lacommunitybank.com/site/open-a-b-account/details/'%20.%20$contacts-%

3Efacebook%20.%20"

GET

https://qa.lacommunitybank.com/site/open-a-b-account/details/'%20.%20$contacts-%

3Einstagram%20.%20"

GET

https://ga.lacommunitybank.com/site/open-a-b-account/details/'%20.%20$contacts-%
3Elinkedin%20.%20"

GET

https://ga.lacommunitybank.com/site/open-a-b-account/details/'%20.%20$contacts-%

3Etwitter%20.%20"

GET

https://ga.lacommunitybank.com/site/open-a-b-account/details/'%20.%20$contacts-%

3Ewhatsapp%20.%20'

GET


https://qa.lacommunitybank.com/site/open-a-b-account/details/%3C/?=%20$sub-%3Emenu_link%20?%3E
https://qa.lacommunitybank.com/site/open-a-b-account/details/%3C/?=%20$sub-%3Emenu_link%20?%3E
https://qa.lacommunitybank.com/site/open-a-b-account/details/'%20.%20$contacts-%3Efacebook%20.%20'
https://qa.lacommunitybank.com/site/open-a-b-account/details/'%20.%20$contacts-%3Efacebook%20.%20'
https://qa.lacommunitybank.com/site/open-a-b-account/details/'%20.%20$contacts-%3Einstagram%20.%20'
https://qa.lacommunitybank.com/site/open-a-b-account/details/'%20.%20$contacts-%3Einstagram%20.%20'
https://qa.lacommunitybank.com/site/open-a-b-account/details/'%20.%20$contacts-%3Elinkedin%20.%20'
https://qa.lacommunitybank.com/site/open-a-b-account/details/'%20.%20$contacts-%3Elinkedin%20.%20'
https://qa.lacommunitybank.com/site/open-a-b-account/details/'%20.%20$contacts-%3Etwitter%20.%20'
https://qa.lacommunitybank.com/site/open-a-b-account/details/'%20.%20$contacts-%3Etwitter%20.%20'
https://qa.lacommunitybank.com/site/open-a-b-account/details/'%20.%20$contacts-%3Ewhatsapp%20.%20'
https://qa.lacommunitybank.com/site/open-a-b-account/details/'%20.%20$contacts-%3Ewhatsapp%20.%20'
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URL 3Eimage(sizeof($viewDetails-%3Econtent_images)%20%3E%200%20?%20$viewDetails-%
3Econtent images%5B1%5D-%3Eimage_path%20:%20'nocimage.png’)%20?%3E
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https://qa.lacommunitybank.com/site/open-a-b-account/details/'%20.%20$contacts-%3Eyoutube%20.%20'
https://qa.lacommunitybank.com/site/open-a-b-account/details/'%20.%20$contacts-%3Eyoutube%20.%20'
https://qa.lacommunitybank.com/site/open-a-b-account/details/248
https://qa.lacommunitybank.com/site/open-a-b-account/details/249
https://qa.lacommunitybank.com/site/open-an-account/details/%3C/?=%20$menu-%3Emenu_link%20?%3E
https://qa.lacommunitybank.com/site/open-an-account/details/%3C/?=%20$menu-%3Emenu_link%20?%3E
https://qa.lacommunitybank.com/site/open-an-account/details/%3C/?=%20$sub-%3Emenu_link%20?%3E
https://qa.lacommunitybank.com/site/open-an-account/details/%3C/?=%20$sub-%3Emenu_link%20?%3E
https://qa.lacommunitybank.com/site/open-an-account/details/%3C/?=%20$this-%3EUrl-%3Eimage(sizeof($viewDetails-%3Econtent_images)%20%3E%200%20?%20$viewDetails-%3Econtent_images%5B1%5D-%3Eimage_path%20:%20'noimage.png')%20?%3E
https://qa.lacommunitybank.com/site/open-an-account/details/%3C/?=%20$this-%3EUrl-%3Eimage(sizeof($viewDetails-%3Econtent_images)%20%3E%200%20?%20$viewDetails-%3Econtent_images%5B1%5D-%3Eimage_path%20:%20'noimage.png')%20?%3E
https://qa.lacommunitybank.com/site/open-an-account/details/%3C/?=%20$this-%3EUrl-%3Eimage(sizeof($viewDetails-%3Econtent_images)%20%3E%200%20?%20$viewDetails-%3Econtent_images%5B1%5D-%3Eimage_path%20:%20'noimage.png')%20?%3E
https://qa.lacommunitybank.com/site/open-an-account/details/'%20.%20$contacts-%3Efacebook%20.%20'
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https://qa.lacommunitybank.com/site/open-an-account/details/'%20.%20%$contacts-%
3Einstagram%20.%20'

GET

https://ga.lacommunitybank.com/site/open-an-account/details/'%20.%20$contacts-%
3Elinkedin%20.%20"

GET

https://ga.lacommunitybank.com/site/open-an-account/details/'%20.%20$contacts-%
3Etwitter%20.%20"

GET

https://qa.lacommunitybank.com/site/open-an-account/details/'%20.%20%$contacts-%
3Ewhatsapp%20.%20'

GET

https://ga.lacommunitybank.com/site/open-an-account/details/'%20.%20$contacts-%
3Eyoutube%20.%20'

GET

https://ga.lacommunitybank.com/site/open-an-account/details/242

GET

https://ga.lacommunitybank.com/site/open-an-account/details/243
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https://qa.lacommunitybank.com/site/open-an-account/details/'%20.%20$contacts-%3Einstagram%20.%20'
https://qa.lacommunitybank.com/site/open-an-account/details/'%20.%20$contacts-%3Einstagram%20.%20'
https://qa.lacommunitybank.com/site/open-an-account/details/'%20.%20$contacts-%3Elinkedin%20.%20'
https://qa.lacommunitybank.com/site/open-an-account/details/'%20.%20$contacts-%3Elinkedin%20.%20'
https://qa.lacommunitybank.com/site/open-an-account/details/'%20.%20$contacts-%3Etwitter%20.%20'
https://qa.lacommunitybank.com/site/open-an-account/details/'%20.%20$contacts-%3Etwitter%20.%20'
https://qa.lacommunitybank.com/site/open-an-account/details/'%20.%20$contacts-%3Ewhatsapp%20.%20'
https://qa.lacommunitybank.com/site/open-an-account/details/'%20.%20$contacts-%3Ewhatsapp%20.%20'
https://qa.lacommunitybank.com/site/open-an-account/details/'%20.%20$contacts-%3Eyoutube%20.%20'
https://qa.lacommunitybank.com/site/open-an-account/details/'%20.%20$contacts-%3Eyoutube%20.%20'
https://qa.lacommunitybank.com/site/open-an-account/details/242
https://qa.lacommunitybank.com/site/open-an-account/details/243
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https://ga.lacommunitybank.com/site/open-an-account/details/244
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https://ga.lacommunitybank.com/site/open-an-account/details/245

GET

https://ga.lacommunitybank.com/site/open-an-account/details/246

GET

https://ga.lacommunitybank.com/site/open-an-account/details/247

GET

https://ga.lacommunitybank.com/site/open-an-account/details/279

GET

https://ga.lacommunitybank.com/site/personal/%3C/?=%20$menu-%3Emenu_link%20?%3E

GET



https://qa.lacommunitybank.com/site/open-an-account/details/244
https://qa.lacommunitybank.com/site/open-an-account/details/245
https://qa.lacommunitybank.com/site/open-an-account/details/246
https://qa.lacommunitybank.com/site/open-an-account/details/247
https://qa.lacommunitybank.com/site/open-an-account/details/279
https://qa.lacommunitybank.com/site/personal/%3C/?=%20$menu-%3Emenu_link%20?%3E
https://qa.lacommunitybank.com/site/personal/%3C/?=%20$sub-%3Emenu_link%20?%3E
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https://ga.lacommunitybank.com/site/personal/%3C/?=%20%$this-%3EUrl-%3Ebuild(%
5B'controller'%20=%3E%20$menuDetails-%3Eslug,%20'action'%20=%3E'index'%5D)%
20?%3E

GET

https://qa.lacommunitybank.com/site/personal/%3C/?=%20%this-%3EUrl-%3Ebuild(%
5B'controller'%20=%3E%?20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%
20?%20%this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%
20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%
20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D) 2$this-%3Erequest-
%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%
5D),'action'%20=%3E%20'details'.$content-%3Eid%5D)%20?%3E

GET

https://qa.lacommunitybank.com/site/personal/%3C/?=%20%$this-%3EUrl-%3Ebuild(%
5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%
20?%20%this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%
20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:
(isset($this-%3Erequest-%3Eparams%5B'section'%5D) ?$this-%3Erequest-%3Eparams%
5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D).'action'%20=%3E%
20'details'.$content-%3Eid%5D)%20?%3E

GET

https://ga.lacommunitybank.com/site/personal/'%20.%20%$contacts-%3Efacebook%20.%20'

GET

https://qa.lacommunitybank.com/site/personal/'%20.%20$contacts-%3Einstagram%20.%20'

GET

https://ga.lacommunitybank.com/site/personal/'%20.%20%$contacts-%3Elinkedin%20.%20'

GET



https://qa.lacommunitybank.com/site/personal/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20$menuDetails-%3Eslug,%20'action'%20=%3E'index'%5D)%20?%3E
https://qa.lacommunitybank.com/site/personal/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20$menuDetails-%3Eslug,%20'action'%20=%3E'index'%5D)%20?%3E
https://qa.lacommunitybank.com/site/personal/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20$menuDetails-%3Eslug,%20'action'%20=%3E'index'%5D)%20?%3E
https://qa.lacommunitybank.com/site/personal/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/personal/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/personal/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/personal/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/personal/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/personal/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/personal/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/personal/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/personal/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/personal/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/personal/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/personal/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/personal/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/personal/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/personal/'%20.%20$contacts-%3Efacebook%20.%20'
https://qa.lacommunitybank.com/site/personal/'%20.%20$contacts-%3Einstagram%20.%20'
https://qa.lacommunitybank.com/site/personal/'%20.%20$contacts-%3Elinkedin%20.%20'
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https://qa.lacommunitybank.com/site/personal/'%20.%20$contacts-%3Etwitter%20.%20'

GET

https://ga.lacommunitybank.com/site/personal/'%20.%20$contacts-%3Ewhatsapp%20.%20"

GET

https://ga.lacommunitybank.com/site/personal/'%20.%20%$contacts-%3Eyoutube%20.%20'

GET

https://ga.lacommunitybank.com/site/personal/loans

GET

https://ga.lacommunitybank.com/site/personal/open-an-account

GET

https://ga.lacommunitybank.com/site/serve/details/%3C/?=%20$menu-%3Emenu_link%
20?%3E

GET

https://ga.lacommunitybank.com/site/serve/details/%3C/?=%20$sub-%3Emenu_link%20?%
3E

GET


https://qa.lacommunitybank.com/site/personal/'%20.%20$contacts-%3Etwitter%20.%20'
https://qa.lacommunitybank.com/site/personal/'%20.%20$contacts-%3Ewhatsapp%20.%20'
https://qa.lacommunitybank.com/site/personal/'%20.%20$contacts-%3Eyoutube%20.%20'
https://qa.lacommunitybank.com/site/personal/loans
https://qa.lacommunitybank.com/site/personal/open-an-account
https://qa.lacommunitybank.com/site/serve/details/%3C/?=%20$menu-%3Emenu_link%20?%3E
https://qa.lacommunitybank.com/site/serve/details/%3C/?=%20$menu-%3Emenu_link%20?%3E
https://qa.lacommunitybank.com/site/serve/details/%3C/?=%20$sub-%3Emenu_link%20?%3E
https://qa.lacommunitybank.com/site/serve/details/%3C/?=%20$sub-%3Emenu_link%20?%3E
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URL

Method

https://ga.lacommunitybank.com/site/serve/details/%3C/?=%20%this-%3EUrl-%3Eimage
(sizeof($viewDetails-%3Econtent _images)%20%3E%200%20?%20$viewDetails-%
3Econtent images%5B1%5D-%3Eimage path%20:%20'nocimage.png’)%20?%3E

GET

https://qa.lacommunitybank.com/site/serve/details/'%20.%20%$contacts-%3Efacebook%20.%
20'

GET

https://ga.lacommunitybank.com/site/serve/details/'%20.%20$contacts-%3Einstagram%
20.%20'

GET

https://ga.lacommunitybank.com/site/serve/details/'%20.%20$contacts-%3Elinkedin%20.%
20

GET

https://ga.lacommunitybank.com/site/serve/details/'%20.%20$contacts-%3Etwitter%20.%20"

GET

https://ga.lacommunitybank.com/site/serve/details/'%20.%20$contacts-%3Ewhatsapp%
20.%20'

GET

https://qa.lacommunitybank.com/site/serve/details/'%20.%20%$contacts-%3Eyoutube%20.%
20

GET



https://qa.lacommunitybank.com/site/serve/details/%3C/?=%20$this-%3EUrl-%3Eimage(sizeof($viewDetails-%3Econtent_images)%20%3E%200%20?%20$viewDetails-%3Econtent_images%5B1%5D-%3Eimage_path%20:%20'noimage.png')%20?%3E
https://qa.lacommunitybank.com/site/serve/details/%3C/?=%20$this-%3EUrl-%3Eimage(sizeof($viewDetails-%3Econtent_images)%20%3E%200%20?%20$viewDetails-%3Econtent_images%5B1%5D-%3Eimage_path%20:%20'noimage.png')%20?%3E
https://qa.lacommunitybank.com/site/serve/details/%3C/?=%20$this-%3EUrl-%3Eimage(sizeof($viewDetails-%3Econtent_images)%20%3E%200%20?%20$viewDetails-%3Econtent_images%5B1%5D-%3Eimage_path%20:%20'noimage.png')%20?%3E
https://qa.lacommunitybank.com/site/serve/details/'%20.%20$contacts-%3Efacebook%20.%20'
https://qa.lacommunitybank.com/site/serve/details/'%20.%20$contacts-%3Efacebook%20.%20'
https://qa.lacommunitybank.com/site/serve/details/'%20.%20$contacts-%3Einstagram%20.%20'
https://qa.lacommunitybank.com/site/serve/details/'%20.%20$contacts-%3Einstagram%20.%20'
https://qa.lacommunitybank.com/site/serve/details/'%20.%20$contacts-%3Elinkedin%20.%20'
https://qa.lacommunitybank.com/site/serve/details/'%20.%20$contacts-%3Elinkedin%20.%20'
https://qa.lacommunitybank.com/site/serve/details/'%20.%20$contacts-%3Etwitter%20.%20'
https://qa.lacommunitybank.com/site/serve/details/'%20.%20$contacts-%3Ewhatsapp%20.%20'
https://qa.lacommunitybank.com/site/serve/details/'%20.%20$contacts-%3Ewhatsapp%20.%20'
https://qa.lacommunitybank.com/site/serve/details/'%20.%20$contacts-%3Eyoutube%20.%20'
https://qa.lacommunitybank.com/site/serve/details/'%20.%20$contacts-%3Eyoutube%20.%20'
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https://ga.lacommunitybank.com/site/serve/details/254

GET

https://ga.lacommunitybank.com/site/serve/details/255

GET

https://ga.lacommunitybank.com/site/serve/details/263

GET

https://ga.lacommunitybank.com/site/serve/details/264

GET

https://ga.lacommunitybank.com/site/serve/details/265
GET

https://ga.lacommunitybank.com/site/services/%3C/?=%20$menu-%3Emenu_link%20?%3E

GET

https://ga.lacommunitybank.com/site/services/%3C/?=%20%sub-%3Emenu_link%20?%3E

GET


https://qa.lacommunitybank.com/site/serve/details/254
https://qa.lacommunitybank.com/site/serve/details/255
https://qa.lacommunitybank.com/site/serve/details/263
https://qa.lacommunitybank.com/site/serve/details/264
https://qa.lacommunitybank.com/site/serve/details/265
https://qa.lacommunitybank.com/site/services/%3C/?=%20$menu-%3Emenu_link%20?%3E
https://qa.lacommunitybank.com/site/services/%3C/?=%20$sub-%3Emenu_link%20?%3E

Other

Info

https://qa.lacommunitybank.com/site/services/%3C/?=%20$this-%3EUrl-%3Ebuild(%
URL 5B'controller'%20=%3E%20$menuDetails-%3Eslug,%20'action'%20=%3E'index'%5D)%

20?%3E

Method GET

Attack
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Info

https://ga.lacommunitybank.com/site/services/%3C/?=%20%$this-%3EUrl-%3Ebuild(%
5B'controller'%20=%3E%?20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%
20?%20%$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%

URL 20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:
(isset($this-%3Erequest-%3Eparams%5B'section'%5D) ?$this-%3Erequest-%3Eparams%
5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%
20'details'.$content-%3Eid%5D)%20?%3E
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URL https://qa.lacommunitybank.com/site/services/'%20.%20%contacts-%3Efacebook%20.%20'
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Attack
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URL https://ga.lacommunitybank.com/site/services/'%20.%20$contacts-%3Einstagram%20.%20'
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URL https://ga.lacommunitybank.com/site/services/'%20.%20$contacts-%3Etwitter%20.%20"

Method GET
Attack
Evidence

Other
Info

URL https://ga.lacommunitybank.com/site/services/'%20.%20%$contacts-%3Ewhatsapp%20.%20'


https://qa.lacommunitybank.com/site/services/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20$menuDetails-%3Eslug,%20'action'%20=%3E'index'%5D)%20?%3E
https://qa.lacommunitybank.com/site/services/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20$menuDetails-%3Eslug,%20'action'%20=%3E'index'%5D)%20?%3E
https://qa.lacommunitybank.com/site/services/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20$menuDetails-%3Eslug,%20'action'%20=%3E'index'%5D)%20?%3E
https://qa.lacommunitybank.com/site/services/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/services/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/services/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/services/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/services/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/services/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/services/%3C/?=%20$this-%3EUrl-%3Ebuild(%5B'controller'%20=%3E%20isset($this-%3Erequest-%3Eparams%5B'subsection'%5D)%20?%20$this-%3Erequest-%3Eparams%5B'subsection'%5D%0D%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20:(isset($this-%3Erequest-%3Eparams%5B'section'%5D)?$this-%3Erequest-%3Eparams%5B'section'%5D%20:$this-%3Erequest-%3Eparams%5B'controller'%5D),'action'%20=%3E%20'details',$content-%3Eid%5D)%20?%3E
https://qa.lacommunitybank.com/site/services/'%20.%20$contacts-%3Efacebook%20.%20'
https://qa.lacommunitybank.com/site/services/'%20.%20$contacts-%3Einstagram%20.%20'
https://qa.lacommunitybank.com/site/services/'%20.%20$contacts-%3Elinkedin%20.%20'
https://qa.lacommunitybank.com/site/services/'%20.%20$contacts-%3Etwitter%20.%20'
https://qa.lacommunitybank.com/site/services/'%20.%20$contacts-%3Ewhatsapp%20.%20'
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GET

https://ga.lacommunitybank.com/site/services/'%20.%20$contacts-%3Eyoutube%20.%20'

GET

https://ga.lacommunitybank.com/site/services/business
GET

https://ga.lacommunitybank.com/site/services/digital

GET

https://ga.lacommunitybank.com/site/services/personal

GET

https://ga.lacommunitybank.com/site/services/serve

GET

https://ga.lacommunitybank.com/site/webroot/img/download-image.png

GET

https://qa.lacommunitybank.com/sitemap.xml

GET



https://qa.lacommunitybank.com/site/services/'%20.%20$contacts-%3Eyoutube%20.%20'
https://qa.lacommunitybank.com/site/services/business
https://qa.lacommunitybank.com/site/services/digital
https://qa.lacommunitybank.com/site/services/personal
https://qa.lacommunitybank.com/site/services/serve
https://qa.lacommunitybank.com/site/webroot/img/download-image.png
https://qa.lacommunitybank.com/sitemap.xml
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Evidence

https://ga.lacommunitybank.com/site/contact-us/contact-form

POST

371

Ensure that your web server, application server, load balancer, etc. is configured to enforce
Strict-Transport-Security.

https://cheatsheetseries.owasp.org/cheatsheets
[HTTP_Strict Transport Security Cheat Sheet.html
https://owasp.org/www-community/Security Headers
http://en.wikipedia.org/wiki/HTTP_Strict Transport Security
http://caniuse.com/stricttransportsecurity
http://tools.ietf.org/html/rfc6797

319

10035

Timestamp Disclosure - Unix

A timestamp was disclosed by the application/web server - Unix
https://ga.lacommunitybank.com/site/

GET

1527272024
1527272024, which evaluates to: 2018-05-25 18:13:44

https://ga.lacommunitybank.com/site/about-us/about-I-c-b

GET

1527272024
1527272024, which evaluates to: 2018-05-25 18:13:44

https://ga.lacommunitybank.com/site/about-us/board-of-directors

GET

1527272024
1527272024, which evaluates to: 2018-05-25 18:13:44

https://ga.lacommunitybank.com/site/about-us/management

GET

1527272024


https://qa.lacommunitybank.com/site/contact-us/contact-form
https://cheatsheetseries.owasp.org/cheatsheets/HTTP_Strict_Transport_Security_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/HTTP_Strict_Transport_Security_Cheat_Sheet.html
https://owasp.org/www-community/Security_Headers
http://en.wikipedia.org/wiki/HTTP_Strict_Transport_Security
http://caniuse.com/stricttransportsecurity
http://tools.ietf.org/html/rfc6797
https://cwe.mitre.org/data/definitions/319.html
https://www.zaproxy.org/docs/alerts/10035/
https://qa.lacommunitybank.com/site/
https://qa.lacommunitybank.com/site/about-us/about-l-c-b
https://qa.lacommunitybank.com/site/about-us/board-of-directors
https://qa.lacommunitybank.com/site/about-us/management
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1527272024, which evaluates to: 2018-05-25 18:13:44

https://ga.lacommunitybank.com/site/about-us/our-business-success

GET

1527272024
1527272024, which evaluates to: 2018-05-25 18:13:44

https://ga.lacommunitybank.com/site/b-loans/details/234

GET

1527272024
1527272024, which evaluates to: 2018-05-25 18:13:44

https://ga.lacommunitybank.com/site/b-loans/details/236

GET

1527272024

1527272024, which evaluates to: 2018-05-25 18:13:44

https://ga.lacommunitybank.com/site/board-of-directors/details/217
GET

1527272024
1527272024, which evaluates to: 2018-05-25 18:13:44

https://ga.lacommunitybank.com/site/board-of-directors/details/268

GET

1527272024
1527272024, which evaluates to: 2018-05-25 18:13:44

https://ga.lacommunitybank.com/site/board-of-directors/details/270

GET

1527272024
1527272024, which evaluates to: 2018-05-25 18:13:44

https://ga.lacommunitybank.com/site/board-of-directors/details/278

GET

1527272024

1527272024, which evaluates to: 2018-05-25 18:13:44


https://qa.lacommunitybank.com/site/about-us/our-business-success
https://qa.lacommunitybank.com/site/b-loans/details/234
https://qa.lacommunitybank.com/site/b-loans/details/236
https://qa.lacommunitybank.com/site/board-of-directors/details/217
https://qa.lacommunitybank.com/site/board-of-directors/details/268
https://qa.lacommunitybank.com/site/board-of-directors/details/270
https://qa.lacommunitybank.com/site/board-of-directors/details/278
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https://ga.lacommunitybank.com/site/branches

GET

1527272024
1527272024, which evaluates to: 2018-05-25 18:13:44

https://ga.lacommunitybank.com/site/business/b-loans

GET

1527272024
1527272024, which evaluates to: 2018-05-25 18:13:44

https://ga.lacommunitybank.com/site/business/details/262

GET

1527272024
1527272024, which evaluates to: 2018-05-25 18:13:44

https://ga.lacommunitybank.com/site/business/open-a-b-account

GET

1527272024
1527272024, which evaluates to: 2018-05-25 18:13:44

https://ga.lacommunitybank.com/site/contact-us

GET

1527272024
1527272024, which evaluates to: 2018-05-25 18:13:44

https://ga.lacommunitybank.com/site/gallery

GET

1527272024

1527272024, which evaluates to: 2018-05-25 18:13:44

https://ga.lacommunitybank.com/site/gallery/details/1
GET

1527272024
1527272024, which evaluates to: 2018-05-25 18:13:44

https://ga.lacommunitybank.com/site/gallery/details/2

GET



https://qa.lacommunitybank.com/site/branches
https://qa.lacommunitybank.com/site/business/b-loans
https://qa.lacommunitybank.com/site/business/details/262
https://qa.lacommunitybank.com/site/business/open-a-b-account
https://qa.lacommunitybank.com/site/contact-us
https://qa.lacommunitybank.com/site/gallery
https://qa.lacommunitybank.com/site/gallery/details/1
https://qa.lacommunitybank.com/site/gallery/details/2
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1527272024

1527272024, which evaluates to: 2018-05-25 18:13:44

https://ga.lacommunitybank.com/site/gallery/details/4
GET

1527272024
1527272024, which evaluates to: 2018-05-25 18:13:44

https://ga.lacommunitybank.com/site/gallery/details/5

GET

1527272024

1527272024, which evaluates to: 2018-05-25 18:13:44

https://ga.lacommunitybank.com/site/investor-relations/annual-report
GET

1527272024
1527272024, which evaluates to: 2018-05-25 18:13:44

https://ga.lacommunitybank.com/site/investor-relations/share-offer-forms

GET

1527272024
1527272024, which evaluates to: 2018-05-25 18:13:44

https://ga.lacommunitybank.com/site/loans/details/235

GET

1527272024
1527272024, which evaluates to: 2018-05-25 18:13:44

https://ga.lacommunitybank.com/site/loans/details/238

GET

1527272024
1527272024, which evaluates to: 2018-05-25 18:13:44

https://ga.lacommunitybank.com/site/loans/details/239

GET



https://qa.lacommunitybank.com/site/gallery/details/4
https://qa.lacommunitybank.com/site/gallery/details/5
https://qa.lacommunitybank.com/site/investor-relations/annual-report
https://qa.lacommunitybank.com/site/investor-relations/share-offer-forms
https://qa.lacommunitybank.com/site/loans/details/235
https://qa.lacommunitybank.com/site/loans/details/238
https://qa.lacommunitybank.com/site/loans/details/239

Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL
Method
Attack
Evidence

Other

1527272024

1527272024, which evaluates to: 2018-05-25 18:13:44

https://ga.lacommunitybank.com/site/loans/details/240
GET

1527272024
1527272024, which evaluates to: 2018-05-25 18:13:44

https://ga.lacommunitybank.com/site/loans/details/241

GET

1527272024
1527272024, which evaluates to: 2018-05-25 18:13:44

https://ga.lacommunitybank.com/site/management/details/269

GET

1527272024
1527272024, which evaluates to: 2018-05-25 18:13:44

https://ga.lacommunitybank.com/site/management/details/282

GET

1527272024
1527272024, which evaluates to: 2018-05-25 18:13:44

https://ga.lacommunitybank.com/site/management/details/283

GET

1527272024
1527272024, which evaluates to: 2018-05-25 18:13:44

https://ga.lacommunitybank.com/site/management/details/61

GET

1527272024
1527272024, which evaluates to: 2018-05-25 18:13:44

https://ga.lacommunitybank.com/site/open-a-b-account/details/248

GET

1527272024


https://qa.lacommunitybank.com/site/loans/details/240
https://qa.lacommunitybank.com/site/loans/details/241
https://qa.lacommunitybank.com/site/management/details/269
https://qa.lacommunitybank.com/site/management/details/282
https://qa.lacommunitybank.com/site/management/details/283
https://qa.lacommunitybank.com/site/management/details/61
https://qa.lacommunitybank.com/site/open-a-b-account/details/248
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1527272024, which evaluates to: 2018-05-25 18:13:44
https://ga.lacommunitybank.com/site/open-a-b-account/details/249

GET

1527272024
1527272024, which evaluates to: 2018-05-25 18:13:44

https://ga.lacommunitybank.com/site/open-an-account/details/242

GET

1527272024
1527272024, which evaluates to: 2018-05-25 18:13:44

https://ga.lacommunitybank.com/site/open-an-account/details/243

GET

1527272024

1527272024, which evaluates to: 2018-05-25 18:13:44

https://ga.lacommunitybank.com/site/open-an-account/details/244
GET

1527272024
1527272024, which evaluates to: 2018-05-25 18:13:44

https://ga.lacommunitybank.com/site/open-an-account/details/245

GET

1527272024
1527272024, which evaluates to: 2018-05-25 18:13:44

https://ga.lacommunitybank.com/site/open-an-account/details/246

GET

1527272024
1527272024, which evaluates to: 2018-05-25 18:13:44

https://ga.lacommunitybank.com/site/open-an-account/details/247

GET

1527272024
1527272024, which evaluates to: 2018-05-25 18:13:44

https://ga.lacommunitybank.com/site/open-an-account/details/279



https://qa.lacommunitybank.com/site/open-a-b-account/details/249
https://qa.lacommunitybank.com/site/open-an-account/details/242
https://qa.lacommunitybank.com/site/open-an-account/details/243
https://qa.lacommunitybank.com/site/open-an-account/details/244
https://qa.lacommunitybank.com/site/open-an-account/details/245
https://qa.lacommunitybank.com/site/open-an-account/details/246
https://qa.lacommunitybank.com/site/open-an-account/details/247
https://qa.lacommunitybank.com/site/open-an-account/details/279
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GET

1527272024
1527272024, which evaluates to: 2018-05-25 18:13:44

https://ga.lacommunitybank.com/site/personal/loans

GET

1527272024
1527272024, which evaluates to: 2018-05-25 18:13:44

https://ga.lacommunitybank.com/site/personal/open-an-account

GET

1527272024
1527272024, which evaluates to: 2018-05-25 18:13:44

https://ga.lacommunitybank.com/site/serve/details/254

GET

1527272024
1527272024, which evaluates to: 2018-05-25 18:13:44

https://ga.lacommunitybank.com/site/serve/details/255

GET

1527272024
1527272024, which evaluates to: 2018-05-25 18:13:44

https://ga.lacommunitybank.com/site/serve/details/263

GET

1527272024
1527272024, which evaluates to: 2018-05-25 18:13:44

https://ga.lacommunitybank.com/site/serve/details/264

GET

1527272024

1527272024, which evaluates to: 2018-05-25 18:13:44

https://ga.lacommunitybank.com/site/serve/details/265
GET


https://qa.lacommunitybank.com/site/personal/loans
https://qa.lacommunitybank.com/site/personal/open-an-account
https://qa.lacommunitybank.com/site/serve/details/254
https://qa.lacommunitybank.com/site/serve/details/255
https://qa.lacommunitybank.com/site/serve/details/263
https://qa.lacommunitybank.com/site/serve/details/264
https://qa.lacommunitybank.com/site/serve/details/265
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Instances
Solution

Reference
CWE Id
WASC Id
Plugin Id

Low

Description

URL
Method
Attack

1527272024
1527272024, which evaluates to: 2018-05-25 18:13:44

https://ga.lacommunitybank.com/site/services/business

GET

1527272024
1527272024, which evaluates to: 2018-05-25 18:13:44

https://ga.lacommunitybank.com/site/services/digital

GET

1527272024
1527272024, which evaluates to: 2018-05-25 18:13:44

https://ga.lacommunitybank.com/site/services/personal

GET

1527272024
1527272024, which evaluates to: 2018-05-25 18:13:44

https://ga.lacommunitybank.com/site/services/serve

GET

1527272024
1527272024, which evaluates to: 2018-05-25 18:13:44

52

Manually confirm that the timestamp data is not sensitive, and that the data cannot be
aggregated to disclose exploitable patterns.

http://projects.webappsec.org/w/page/13246936/Information%20Leakage
200

10096

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to 'nosniff'. This allows
older versions of Internet Explorer and Chrome to perform MIME-sniffing on the response
body, potentially causing the response body to be interpreted and displayed as a content
type other than the declared content type. Current (early 2014) and legacy versions of
Firefox will use the declared content type (if one is set), rather than performing MIME-
sniffing.

https://ga.lacommunitybank.com/site/

GET



https://qa.lacommunitybank.com/site/services/business
https://qa.lacommunitybank.com/site/services/digital
https://qa.lacommunitybank.com/site/services/personal
https://qa.lacommunitybank.com/site/services/serve
http://projects.webappsec.org/w/page/13246936/Information%20Leakage
https://cwe.mitre.org/data/definitions/200.html
https://www.zaproxy.org/docs/alerts/10096/
https://qa.lacommunitybank.com/site/
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/about-us/about-I-c-b
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/about-us/board-of-directors
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/about-us/management

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/about-us/our-business-success

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/b-loans/details/234

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/b-loans/details/236
GET


https://qa.lacommunitybank.com/site/about-us/about-l-c-b
https://qa.lacommunitybank.com/site/about-us/board-of-directors
https://qa.lacommunitybank.com/site/about-us/management
https://qa.lacommunitybank.com/site/about-us/our-business-success
https://qa.lacommunitybank.com/site/b-loans/details/234
https://qa.lacommunitybank.com/site/b-loans/details/236
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/board-of-directors/details/217

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/board-of-directors/details/268

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/board-of-directors/details/270
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/board-of-directors/details/278

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/branches

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/business/b-loans

GET


https://qa.lacommunitybank.com/site/board-of-directors/details/217
https://qa.lacommunitybank.com/site/board-of-directors/details/268
https://qa.lacommunitybank.com/site/board-of-directors/details/270
https://qa.lacommunitybank.com/site/board-of-directors/details/278
https://qa.lacommunitybank.com/site/branches
https://qa.lacommunitybank.com/site/business/b-loans
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/business/details/262

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/business/open-a-b-account

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/contact-us

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/css/animate.css

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/css/bootstrap.min.css

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/css/alobal.css

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still


https://qa.lacommunitybank.com/site/business/details/262
https://qa.lacommunitybank.com/site/business/open-a-b-account
https://qa.lacommunitybank.com/site/contact-us
https://qa.lacommunitybank.com/site/css/animate.css
https://qa.lacommunitybank.com/site/css/bootstrap.min.css
https://qa.lacommunitybank.com/site/css/global.css
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affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/gallery

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/gallery/details/1

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/gallery/details/2

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/gallery/details/4

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/gallery/details/5

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or server error responses.

https://ga.lacommunitybank.com/site/img/2020-09-04-181356BL CB-20161.pdf
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages


https://qa.lacommunitybank.com/site/gallery
https://qa.lacommunitybank.com/site/gallery/details/1
https://qa.lacommunitybank.com/site/gallery/details/2
https://qa.lacommunitybank.com/site/gallery/details/4
https://qa.lacommunitybank.com/site/gallery/details/5
https://qa.lacommunitybank.com/site/img/2020-09-04-181356BLCB-20161.pdf
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away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/img/2020-09-04-181715BL CB-20162.pdf
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://qa.lacommunitybank.com/site/img/2020-09-15-155742D_%281%29-1.jpg

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/img/2020-09-15-161039D %2816%29-1.JPG
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/img/2020-09-17-055335F %282%29.jpg
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/img/2020-09-22-203142invest.jpg
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or server error responses.

https://qa.lacommunitybank.com/site/img/2020-10-01-090523CUSTOMER_DRIVEN.jpg

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
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Or Server error responses.
https://ga.lacommunitybank.com/site/img/2020-10-02-092735Apex_Link.jpg
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/img/2020-10-02-092847WUn.png

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/img/2020-10-02-1312343.jpg
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/img/2020-10-02-1316402.jpg
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/img/2020-10-02-1327317.jpg
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/imag/2020-10-02-1328306.jpg

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.
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https://ga.lacommunitybank.com/site/img/2020-10-05-1549289.jpg
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/img/2020-10-06-06202610.jpg
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/img/2020-10-08-084203remi.jpg
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/img/2020-10-29-07031711.jpg
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/img/2020-12-30-
115318ACCOUNT_OPENING FORM_Business.pdf

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/img/2022-11-08-092701NEW_SHARE_REQUEST -
LCB.pdf

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
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Or server error responses.

https://ga.lacommunitybank.com/site/img/2022-11-08-
092738ADDITIONAL_SHARE_REQUEST - EXISTING SHAREHOLDERS.pdf

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/img/2023-05-29-164021Annual_Report 2022.pdf
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://qa.lacommunitybank.com/site/img/2024-05-23-1527272024-05-14-164710la_logo.jpg

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/img/2024-05-24-084623bod-3.png
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/img/2024-05-24-141359bod-1.png
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/ima/2024-05-30-125512laco-invest.jpg
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
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Or Server error responses.
https://ga.lacommunitybank.com/site/img/2024-05-30-130223laco-students.jpg
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/img/2024-06-03-090534kennedy.png

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/img/2024-06-03-090642lovelace.png
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/img/2024-06-26-125811ptb-3.jpg
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://qa.lacommunitybank.com/site/img/2024-07-03-131808shutterstock 262678937.jpg
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/img/2024-07-05-102804ptb-6.jpg

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.
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https://ga.lacommunitybank.com/site/img/2024-07-05-103112wu_bg.png
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/img/2024-07-05-103942ptb-7.jpg
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/img/2024-07-08-085756wu_bg.png
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/img/2024-07-08-085938shutterstock 137845085.jpg
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/img/2024-07-08-104454wu_bg.png
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/img/2024-07-08-111736shutterstock 151595525.jpg
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.
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https://ga.lacommunitybank.com/site/img/2024-07-08-122200shutterstock 145753862.jpg
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/img/2024-07-08-122200shutterstock 71345002.jpg
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://qa.lacommunitybank.com/site/img/2024-07-08-140724shutterstock 200642159.jpg
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/img/2024-07-08-140724shutterstock 262389647.jpg
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/img/2024-07-08-145427shutterstock 178840247.jpg
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://qa.lacommunitybank.com/site/img/2024-07-08-145427shutterstock 220378162.jpg
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/img/2024-07-08-145647services_img_png.png
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/img/2024-07-08-145647wu_bg.png

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/img/2024-07-08-145740services img_png.png
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/img/2024-07-08-145740wu_bg.png
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/img/2024-07-08-150146shutterstock_156372650.jpg
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/img/2024-07-08-150146shutterstock_200642159.jpg
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/img/2024-07-08-151032services img_png.png
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/img/2024-07-08-151032wu_bg.png
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/imag/2024-07-08-153824about-us.jpg
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or server error responses.

https://ga.lacommunitybank.com/site/imag/2024-07-09-130440page-banner-1.jpg
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/img/2024-07-09-130835single-lady.jpg
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://qa.lacommunitybank.com/site/img/2024-07-09-130921pension-loan.jpg
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/img/2024-07-10-162115wu_bg.jpg
GET
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/img/2024-07-10-165408peter-van.png
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/img/gallery/2020-12-08-10243313.jpg
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/img/gallery/2024-06-11-222322gal-1.jpg
GET


https://qa.lacommunitybank.com/site/img/gallery/2020-12-08-10243317.jpg
https://qa.lacommunitybank.com/site/img/gallery/2020-12-08-10243318.jpg
https://qa.lacommunitybank.com/site/img/gallery/2020-12-08-10243319.jpg
https://qa.lacommunitybank.com/site/img/gallery/2020-12-08-10243320.jpg
https://qa.lacommunitybank.com/site/img/gallery/2020-12-08-10243321.jpg
https://qa.lacommunitybank.com/site/img/gallery/2024-06-11-222322gal-1.jpg

Other
Info

URL

Method

Attack

Evidence

Other
Info

URL

Method

Attack

Evidence

Other

Info

URL

Method

Attack

Evidence

Other
Info

URL

Method
Attack

Evidence

Other
Info

URL

Method
Attack

Evidence

Other
Info

URL

Method
Attack

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/img/gallery/2024-06-12-0728002020-09-30-2117362.
png
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/loans/details/241

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/management/details/61

GET


https://qa.lacommunitybank.com/site/loans/details/240
https://qa.lacommunitybank.com/site/loans/details/241
https://qa.lacommunitybank.com/site/management/details/269
https://qa.lacommunitybank.com/site/management/details/282
https://qa.lacommunitybank.com/site/management/details/283
https://qa.lacommunitybank.com/site/management/details/61
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/open-a-b-account/details/248

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/open-a-b-account/details/249

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/open-an-account/details/242

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/open-an-account/details/243

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/open-an-account/details/244

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/open-an-account/details/245

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
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affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/open-an-account/details/246

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/open-an-account/details/247

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/open-an-account/details/279

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/personal/loans

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/personal/open-an-account

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or server error responses.

https://ga.lacommunitybank.com/site/serve/details/254

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
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away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/serve/details/255

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/serve/details/263

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/serve/details/264
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/serve/details/265

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

https://ga.lacommunitybank.com/site/services/business

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or server error responses.

https://ga.lacommunitybank.com/site/services/digital

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client


https://qa.lacommunitybank.com/site/serve/details/255
https://qa.lacommunitybank.com/site/serve/details/263
https://qa.lacommunitybank.com/site/serve/details/264
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Or server error responses.

URL https://ga.lacommunitybank.com/site/services/personal
Method GET
Attack
Evidence

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still

Other affected by injection issues, in which case there is still concern for browsers sniffing pages
Info away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.
URL https://ga.lacommunitybank.com/site/services/serve
Method GET
Attack
Evidence
This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
Other affected by injection issues, in which case there is still concern for browsers sniffing pages
Info away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.
URL https://ga.lacommunitybank.com/site/webroot/img/download-image.png
Method GET
Attack
Evidence
This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
Other affected by injection issues, in which case there is still concern for browsers sniffing pages
Info away from their actual content type. At "High" threshold this scan rule will not alert on client

Or server error responses.
Instances 155

Ensure that the application/web server sets the Content-Type header appropriately, and
that it sets the X-Content-Type-Options header to 'nosniff' for all web pages.

ol If possible, ensure that the end user uses a standards-compliant and modern web browser
that does not perform MIME-sniffing at all, or that can be directed by the web application
/web server to not perform MIME-sniffing.
http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

Reference . - -
https://owasp.org/www-community/Security Headers

CWE Id 693

WASC Id 15

Plugin Id 10021

Informational Information Disclosure - Suspicious Comments

The response appears to contain suspicious comments which may help an attacker. Note:

s ghor Matches made within script blocks or files are against the entire content not only comments.
URL https://ga.lacommunitybank.com/js/jquery-1.11.0.min.js
Method GET
Attack
Evidence administrator
The following pattern was used: \bADMINISTRATOR\b and was detected in the element
Other . 2 . .\ ) .
Info starting with: "<p>Please contact the server administrator at ", see evidence field for the

suspicious comment/snippet.

URL https://qa.lacommunitybank.com/site/js/bootstrap.bundle.min.js



https://qa.lacommunitybank.com/site/services/personal
https://qa.lacommunitybank.com/site/services/serve
https://qa.lacommunitybank.com/site/webroot/img/download-image.png
http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://owasp.org/www-community/Security_Headers
https://cwe.mitre.org/data/definitions/693.html
https://www.zaproxy.org/docs/alerts/10021/
https://qa.lacommunitybank.com/js/jquery-1.11.0.min.js
https://qa.lacommunitybank.com/site/js/bootstrap.bundle.min.js

Method GET

Attack
Evidence select
The following pattern was used: \bSELECT\b and was detected in the element starting with:
Other "Ifunction(t,e){"object"==typeof exports&&"undefined"!=typeof module?module.exports=e():"
Info function"==typeof define&&define.amd?def", see evidence field for the suspicious comment
/snippet.
URL https://ga.lacommunitybank.com/site/js/bootstrap.min.js
Method GET
Attack
Evidence from
The following pattern was used: \bFROM\b and was detected in the element starting with: !
Other function(t,e){"object"==typeof exports&&"undefined"!=typeof module?e(exports,require
Info ("jquery"),require("popper.js")):"function™, see evidence field for the suspicious comment
/snippet.
URL https://qa.lacommunitybank.com/site/js/jquery-3.3.1.min.js
Method GET
Attack
Evidence username
The following pattern was used: \bUSERNAME\b and was detected in the element starting
Other with: "lIfunction(e,t){"use strict";"object"==typeof module&&"object"==typeof module.exports?
Info module.exports=e.document?t(e,!0):function(”, see evidence field for the suspicious
comment/snippet.
Instances 4
. Remove all comments that return information that may help an attacker and fix any
Solution ;
underlying problems they refer to.
Reference
CWE Id 200
WASC Id 13
Plugin Id 10027

Modern Web Application

The application appears to be a modern web application. If you need to explore it

Deserpien automatically then the Ajax Spider may well be more effective than the standard one.

URL https://ga.lacommunitybank.com/site/
Method GET
Attack
Evidence <a class="nav-link dropdown-toggle nfav-link" href="#" id="navbarDropdownMenuLink" role="

button" data-bs-toggle="dropdown" aria-expanded="false"> About Us </a>

Other Links have been found that do not have traditional href attributes, which is an indication that
Info this is a modern web application.

URL https://ga.lacommunitybank.com/site/about-us/about-|-c-b
Method GET
Attack

<a class="nav-link dropdown-toggle active activeLink nav-link active" href="#" id="
Evidence navbarDropdownMenuLink" role="button" data-bs-toggle="dropdown" aria-expanded="false"
> About Us </a>

Other Links have been found that do not have traditional href attributes, which is an indication that
Info this is a modern web application.


https://qa.lacommunitybank.com/site/js/bootstrap.min.js
https://qa.lacommunitybank.com/site/js/jquery-3.3.1.min.js
https://cwe.mitre.org/data/definitions/200.html
https://www.zaproxy.org/docs/alerts/10027/
https://qa.lacommunitybank.com/site/
https://qa.lacommunitybank.com/site/about-us/about-l-c-b
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https://ga.lacommunitybank.com/site/about-us/board-of-directors
GET

<a class="nav-link dropdown-toggle active activeLink nav-link active" href="#" id="
navbarDropdownMenuLink" role="button" data-bs-toggle="dropdown" aria-expanded="false"
> About Us </a>

Links have been found that do not have traditional href attributes, which is an indication that
this is a modern web application.

https://ga.lacommunitybank.com/site/about-us/management

GET

<a class="nav-link dropdown-toggle active activeLink nav-link active" href="#" id="
navbarDropdownMenuLink" role="button" data-bs-toggle="dropdown" aria-expanded="false"
> About Us </a>

Links have been found that do not have traditional href attributes, which is an indication that
this is a modern web application.

https://ga.lacommunitybank.com/site/about-us/our-business-success

GET

<a class="nav-link dropdown-toggle active activeLink nav-link active" href="#" id="
navbarDropdownMenuLink" role="button" data-bs-toggle="dropdown" aria-expanded="false"
> About Us </a>

Links have been found that do not have traditional href attributes, which is an indication that
this is a modern web application.

https://ga.lacommunitybank.com/site/b-loans/details/234

GET

<a class="nav-link dropdown-toggle nav-link" href="#" id="navbarDropdownMenuLink" role="
button" data-bs-toggle="dropdown" aria-expanded="false"> About Us </a>

Links have been found that do not have traditional href attributes, which is an indication that
this is a modern web application.

https://ga.lacommunitybank.com/site/b-loans/details/236
GET

<a class="nav-link dropdown-toggle nav-link" href="#" id="navbarDropdownMenuLink" role="
button" data-bs-toggle="dropdown" aria-expanded="false"> About Us </a>

Links have been found that do not have traditional href attributes, which is an indication that
this is a modern web application.

https://ga.lacommunitybank.com/site/board-of-directors/details/217

GET

<a class="nav-link dropdown-toggle nav-link" href="#" id="navbarDropdownMenuLink" role="
button" data-bs-toggle="dropdown" aria-expanded="false"> About Us </a>

Links have been found that do not have traditional href attributes, which is an indication that
this is a modern web application.

https://ga.lacommunitybank.com/site/board-of-directors/details/268

GET
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<a class="nav-link dropdown-toggle nav-link" href="#" id="navbarDropdownMenuLink" role=
button" data-bs-toggle="dropdown" aria-expanded="false"> About Us </a>

Links have been found that do not have traditional href attributes, which is an indication that
this is a modern web application.

https://ga.lacommunitybank.com/site/board-of-directors/details/270
GET

<a class="nav-link dropdown-toggle nav-link" href="#" id="navbarDropdownMenuLink" role="
button" data-bs-toggle="dropdown" aria-expanded="false"> About Us </a>

Links have been found that do not have traditional href attributes, which is an indication that
this is a modern web application.

https://ga.lacommunitybank.com/site/board-of-directors/details/278

GET

<a class="nav-link dropdown-toggle nav-link" href="#" id="navbarDropdownMenuLink" role="
button" data-bs-toggle="dropdown" aria-expanded="false"> About Us </a>

Links have been found that do not have traditional href attributes, which is an indication that
this is a modern web application.

https://ga.lacommunitybank.com/site/branches

GET

<a class="nav-link dropdown-toggle nav-link" href="#" id="navbarDropdownMenuLink" role="
button" data-bs-toggle="dropdown" aria-expanded="false"> About Us </a>

Links have been found that do not have traditional href attributes, which is an indication that
this is a modern web application.

https://ga.lacommunitybank.com/site/business/b-loans

GET

<a class="nav-link dropdown-toggle nav-link" href="#" id="navbarDropdownMenuLink" role="
button" data-bs-toggle="dropdown" aria-expanded="false"> About Us </a>

Links have been found that do not have traditional href attributes, which is an indication that
this is a modern web application.

https://ga.lacommunitybank.com/site/business/details/262

GET

<a class="nav-link dropdown-toggle nav-link" href="#" id="navbarDropdownMenuLink" role="
button" data-bs-toggle="dropdown" aria-expanded="false"> About Us </a>

Links have been found that do not have traditional href attributes, which is an indication that
this is a modern web application.

https://ga.lacommunitybank.com/site/business/open-a-b-account

GET

<a class="nav-link dropdown-toggle nav-link" href="#" id="navbarDropdownMenuLink" role="
button" data-bs-toggle="dropdown" aria-expanded="false"> About Us </a>

Links have been found that do not have traditional href attributes, which is an indication that
this is a modern web application.
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https://ga.lacommunitybank.com/site/contact-us

GET

<a class="nav-link dropdown-toggle nav-link" href="#" id="navbarDropdownMenuLink" role="
button" data-bs-toggle="dropdown" aria-expanded="false"> About Us </a>

Links have been found that do not have traditional href attributes, which is an indication that
this is a modern web application.

https://ga.lacommunitybank.com/site/gallery

GET

<a class="nav-link dropdown-toggle nav-link" href="#" id="navbarDropdownMenuLink" role="
button" data-bs-toggle="dropdown" aria-expanded="false"> About Us </a>

Links have been found that do not have traditional href attributes, which is an indication that
this is a modern web application.

https://ga.lacommunitybank.com/site/gallery/details/1

GET

<a class="nav-link dropdown-toggle nav-link" href="#" id="navbarDropdownMenuLink" role="
button" data-bs-toggle="dropdown" aria-expanded="false"> About Us </a>

Links have been found that do not have traditional href attributes, which is an indication that
this is a modern web application.

https://ga.lacommunitybank.com/site/gallery/details/2
GET

<a class="nav-link dropdown-toggle nav-link" href="#" id="navbarDropdownMenuLink" role="
button" data-bs-toggle="dropdown" aria-expanded="false"> About Us </a>

Links have been found that do not have traditional href attributes, which is an indication that
this is a modern web application.

https://ga.lacommunitybank.com/site/gallery/details/4

GET

<a class="nav-link dropdown-toggle nav-link" href="#" id="navbarDropdownMenuLink" role="
button" data-bs-toggle="dropdown" aria-expanded="false"> About Us </a>

Links have been found that do not have traditional href attributes, which is an indication that
this is a modern web application.

https://ga.lacommunitybank.com/site/gallery/details/5

GET

<a class="nav-link dropdown-toggle nav-link" href="#" id="navbarDropdownMenuLink" role="
button" data-bs-toggle="dropdown" aria-expanded="false"> About Us </a>

Links have been found that do not have traditional href attributes, which is an indication that
this is a modern web application.

https://ga.lacommunitybank.com/site/investor-relations/annual-report

GET

<a class="nav-link dropdown-toggle nav-link" href="#" id="navbarDropdownMenuLink" role="
button" data-bs-toggle="dropdown" aria-expanded="false"> About Us </a>
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Links have been found that do not have traditional href attributes, which is an indication that
this is a modern web application.

https://ga.lacommunitybank.com/site/investor-relations/share-offer-forms

GET

<a class="nav-link dropdown-toggle nav-link" href="#" id="navbarDropdownMenuLink" role="
button" data-bs-toggle="dropdown" aria-expanded="false"> About Us </a>

Links have been found that do not have traditional href attributes, which is an indication that
this is a modern web application.

https://ga.lacommunitybank.com/site/loans/details/235

GET

<a class="nav-link dropdown-toggle nav-link" href="#" id="navbarDropdownMenuLink" role="
button" data-bs-toggle="dropdown" aria-expanded="false"> About Us </a>

Links have been found that do not have traditional href attributes, which is an indication that
this is a modern web application.

https://ga.lacommunitybank.com/site/loans/details/238

GET

<a class="nav-link dropdown-toggle nav-link" href="#" id="navbarDropdownMenuLink" role="
button" data-bs-toggle="dropdown" aria-expanded="false"> About Us </a>

Links have been found that do not have traditional href attributes, which is an indication that
this is a modern web application.

https://ga.lacommunitybank.com/site/loans/details/239

GET

<a class="nav-link dropdown-toggle nav-link" href="#" id="navbarDropdownMenuLink" role=
button" data-bs-toggle="dropdown" aria-expanded="false"> About Us </a>

Links have been found that do not have traditional href attributes, which is an indication that
this is a modern web application.

https://ga.lacommunitybank.com/site/loans/details/240
GET

<a class="nav-link dropdown-toggle nav-link" href="#" id="navbarDropdownMenuLink" role=
button" data-bs-toggle="dropdown" aria-expanded="false"> About Us </a>

Links have been found that do not have traditional href attributes, which is an indication that
this is a modern web application.

https://ga.lacommunitybank.com/site/loans/details/241

GET

<a class="nav-link dropdown-toggle nav-link" href="#" id="navbarDropdownMenuLink" role=
button" data-bs-toggle="dropdown" aria-expanded="false"> About Us </a>

Links have been found that do not have traditional href attributes, which is an indication that
this is a modern web application.

https://ga.lacommunitybank.com/site/management/details/269

GET
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https://qa.lacommunitybank.com/site/loans/details/235
https://qa.lacommunitybank.com/site/loans/details/238
https://qa.lacommunitybank.com/site/loans/details/239
https://qa.lacommunitybank.com/site/loans/details/240
https://qa.lacommunitybank.com/site/loans/details/241
https://qa.lacommunitybank.com/site/management/details/269
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Evidence

Other
Info

URL
Method
Attack

Evidence

Other
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<a class="nav-link dropdown-toggle nav-link" href="#" id="navbarDropdownMenuLink" role=
button" data-bs-toggle="dropdown" aria-expanded="false"> About Us </a>

Links have been found that do not have traditional href attributes, which is an indication that
this is a modern web application.

https://ga.lacommunitybank.com/site/management/details/282
GET

<a class="nav-link dropdown-toggle nav-link" href="#" id="navbarDropdownMenuLink" role="
button" data-bs-toggle="dropdown" aria-expanded="false"> About Us </a>

Links have been found that do not have traditional href attributes, which is an indication that
this is a modern web application.

https://ga.lacommunitybank.com/site/management/details/283

GET

<a class="nav-link dropdown-toggle nav-link" href="#" id="navbarDropdownMenuLink" role="
button" data-bs-toggle="dropdown" aria-expanded="false"> About Us </a>

Links have been found that do not have traditional href attributes, which is an indication that
this is a modern web application.

https://ga.lacommunitybank.com/site/management/details/61

GET

<a class="nav-link dropdown-toggle nav-link" href="#" id="navbarDropdownMenuLink" role="
button" data-bs-toggle="dropdown" aria-expanded="false"> About Us </a>

Links have been found that do not have traditional href attributes, which is an indication that
this is a modern web application.

https://ga.lacommunitybank.com/site/open-a-b-account/details/248

GET

<a class="nav-link dropdown-toggle nav-link" href="#" id="navbarDropdownMenuLink" role="
button" data-bs-toggle="dropdown" aria-expanded="false"> About Us </a>

Links have been found that do not have traditional href attributes, which is an indication that
this is a modern web application.

https://ga.lacommunitybank.com/site/open-a-b-account/details/249

GET

<a class="nav-link dropdown-toggle nav-link" href="#" id="navbarDropdownMenuLink" role="
button" data-bs-toggle="dropdown" aria-expanded="false"> About Us </a>

Links have been found that do not have traditional href attributes, which is an indication that
this is a modern web application.

https://ga.lacommunitybank.com/site/open-an-account/details/242

GET

<a class="nav-link dropdown-toggle nav-link" href="#" id="navbarDropdownMenuLink" role="
button" data-bs-toggle="dropdown" aria-expanded="false"> About Us </a>

Links have been found that do not have traditional href attributes, which is an indication that
this is a modern web application.


https://qa.lacommunitybank.com/site/management/details/282
https://qa.lacommunitybank.com/site/management/details/283
https://qa.lacommunitybank.com/site/management/details/61
https://qa.lacommunitybank.com/site/open-a-b-account/details/248
https://qa.lacommunitybank.com/site/open-a-b-account/details/249
https://qa.lacommunitybank.com/site/open-an-account/details/242
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https://ga.lacommunitybank.com/site/open-an-account/details/243

GET

<a class="nav-link dropdown-toggle nav-link" href="#" id="navbarDropdownMenuLink" role="
button" data-bs-toggle="dropdown" aria-expanded="false"> About Us </a>

Links have been found that do not have traditional href attributes, which is an indication that
this is a modern web application.

https://ga.lacommunitybank.com/site/open-an-account/details/244

GET

<a class="nav-link dropdown-toggle nav-link" href="#" id="navbarDropdownMenuLink" role="
button" data-bs-toggle="dropdown" aria-expanded="false"> About Us </a>

Links have been found that do not have traditional href attributes, which is an indication that
this is a modern web application.

https://ga.lacommunitybank.com/site/open-an-account/details/245

GET

<a class="nav-link dropdown-toggle nav-link" href="#" id="navbarDropdownMenuLink" role="
button" data-bs-toggle="dropdown" aria-expanded="false"> About Us </a>

Links have been found that do not have traditional href attributes, which is an indication that
this is a modern web application.

https://ga.lacommunitybank.com/site/open-an-account/details/246
GET

<a class="nav-link dropdown-toggle nav-link" href="#" id="navbarDropdownMenuLink" role="
button" data-bs-toggle="dropdown" aria-expanded="false"> About Us </a>

Links have been found that do not have traditional href attributes, which is an indication that
this is a modern web application.

https://ga.lacommunitybank.com/site/open-an-account/details/247

GET

<a class="nav-link dropdown-toggle nav-link" href="#" id="navbarDropdownMenuLink" role="
button" data-bs-toggle="dropdown" aria-expanded="false"> About Us </a>

Links have been found that do not have traditional href attributes, which is an indication that
this is a modern web application.

https://ga.lacommunitybank.com/site/open-an-account/details/279

GET

<a class="nav-link dropdown-toggle nav-link" href="#" id="navbarDropdownMenuLink" role="
button" data-bs-toggle="dropdown" aria-expanded="false"> About Us </a>

Links have been found that do not have traditional href attributes, which is an indication that
this is a modern web application.

https://ga.lacommunitybank.com/site/personal/loans

GET

<a class="nav-link dropdown-toggle nav-link" href="#" id="navbarDropdownMenuLink" role="
button" data-bs-toggle="dropdown" aria-expanded="false"> About Us </a>


https://qa.lacommunitybank.com/site/open-an-account/details/243
https://qa.lacommunitybank.com/site/open-an-account/details/244
https://qa.lacommunitybank.com/site/open-an-account/details/245
https://qa.lacommunitybank.com/site/open-an-account/details/246
https://qa.lacommunitybank.com/site/open-an-account/details/247
https://qa.lacommunitybank.com/site/open-an-account/details/279
https://qa.lacommunitybank.com/site/personal/loans
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Links have been found that do not have traditional href attributes, which is an indication that
this is a modern web application.

https://ga.lacommunitybank.com/site/personal/open-an-account

GET

<a class="nav-link dropdown-toggle nav-link" href="#" id="navbarDropdownMenuLink" role="
button" data-bs-toggle="dropdown" aria-expanded="false"> About Us </a>

Links have been found that do not have traditional href attributes, which is an indication that
this is a modern web application.

https://ga.lacommunitybank.com/site/serve/details/254

GET

<a class="nav-link dropdown-toggle nav-link" href="#" id="navbarDropdownMenuLink" role="
button" data-bs-toggle="dropdown" aria-expanded="false"> About Us </a>

Links have been found that do not have traditional href attributes, which is an indication that
this is a modern web application.

https://ga.lacommunitybank.com/site/serve/details/255

GET

<a class="nav-link dropdown-toggle nav-link" href="#" id="navbarDropdownMenuLink" role="
button" data-bs-toggle="dropdown" aria-expanded="false"> About Us </a>

Links have been found that do not have traditional href attributes, which is an indication that
this is a modern web application.

https://ga.lacommunitybank.com/site/serve/details/263

GET

<a class="nav-link dropdown-toggle nav-link" href="#" id="navbarDropdownMenuLink" role=
button" data-bs-toggle="dropdown" aria-expanded="false"> About Us </a>

Links have been found that do not have traditional href attributes, which is an indication that
this is a modern web application.

https://ga.lacommunitybank.com/site/serve/details/264
GET

<a class="nav-link dropdown-toggle nav-link" href="#" id="navbarDropdownMenuLink" role=
button" data-bs-toggle="dropdown" aria-expanded="false"> About Us </a>

Links have been found that do not have traditional href attributes, which is an indication that
this is a modern web application.

https://ga.lacommunitybank.com/site/serve/details/265

GET

<a class="nav-link dropdown-toggle nav-link" href="#" id="navbarDropdownMenuLink" role=
button" data-bs-toggle="dropdown" aria-expanded="false"> About Us </a>

Links have been found that do not have traditional href attributes, which is an indication that
this is a modern web application.

https://ga.lacommunitybank.com/site/services/business

GET



https://qa.lacommunitybank.com/site/personal/open-an-account
https://qa.lacommunitybank.com/site/serve/details/254
https://qa.lacommunitybank.com/site/serve/details/255
https://qa.lacommunitybank.com/site/serve/details/263
https://qa.lacommunitybank.com/site/serve/details/264
https://qa.lacommunitybank.com/site/serve/details/265
https://qa.lacommunitybank.com/site/services/business

Attack

<a class="nav-link dropdown-toggle nav-link" href="#" id="navbarDropdownMenuLink" role="

Sl button" data-bs-toggle="dropdown" aria-expanded="false"> About Us </a>
Other Links have been found that do not have traditional href attributes, which is an indication that
Info this is a modern web application.
URL https://ga.lacommunitybank.com/site/services/digital
Method GET
Attack
Evidence <a class="nav-link dropdown-toggle nav-link" href="#" id="navbarDropdownMenuLink" role="
button" data-bs-toggle="dropdown" aria-expanded="false"> About Us </a>
Other Links have been found that do not have traditional href attributes, which is an indication that
Info this is a modern web application.
URL https://ga.lacommunitybank.com/site/services/personal
Method GET
Attack
Evidence <a class="nav-link dropdown-toggle nav-link" href="#" id="navbarDropdownMenuLink" role="
button" data-bs-toggle="dropdown" aria-expanded="false"> About Us </a>
Other Links have been found that do not have traditional href attributes, which is an indication that
Info this is a modern web application.
URL https://ga.lacommunitybank.com/site/services/serve
Method GET
Attack
Evidence <a class="nav-link dropdown-toggle ngv-link" href="#" id="navbarDropdownMenuLink" role="
button" data-bs-toggle="dropdown" aria-expanded="false"> About Us </a>
Other Links have been found that do not have traditional href attributes, which is an indication that
Info this is a modern web application.
Instances 52
Solution This is an informational alert and so no changes are required.
Reference
CWE Id
WASC Id
Plugin Id 10109

Informational Re-examine Cache-control Directives

The cache-control header has not been set properly or is missing, allowing the browser and
proxies to cache content. For static assets like css, js, or image files this might be intended,

DS e however, the resources should be reviewed to ensure that no sensitive content will be
cached.

URL https://ga.lacommunitybank.com/site/
Method GET
Attack
Evidence
Other
Info

URL https://ga.lacommunitybank.com/site/about-us/about-I-c-b
Method GET

Attack


https://qa.lacommunitybank.com/site/services/digital
https://qa.lacommunitybank.com/site/services/personal
https://qa.lacommunitybank.com/site/services/serve
https://www.zaproxy.org/docs/alerts/10109/
https://qa.lacommunitybank.com/site/
https://qa.lacommunitybank.com/site/about-us/about-l-c-b
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Other

https://ga.lacommunitybank.com/site/about-us/board-of-directors
GET

https://ga.lacommunitybank.com/site/about-us/management

GET

https://ga.lacommunitybank.com/site/about-us/our-business-success

GET

https://ga.lacommunitybank.com/site/b-loans/details/234

GET

https://ga.lacommunitybank.com/site/b-loans/details/236

GET

https://ga.lacommunitybank.com/site/board-of-directors/details/217

GET

https://ga.lacommunitybank.com/site/board-of-directors/details/268

GET



https://qa.lacommunitybank.com/site/about-us/board-of-directors
https://qa.lacommunitybank.com/site/about-us/management
https://qa.lacommunitybank.com/site/about-us/our-business-success
https://qa.lacommunitybank.com/site/b-loans/details/234
https://qa.lacommunitybank.com/site/b-loans/details/236
https://qa.lacommunitybank.com/site/board-of-directors/details/217
https://qa.lacommunitybank.com/site/board-of-directors/details/268

Info

URL https://ga.lacommunitybank.com/site/board-of-directors/details/270

Method GET
Attack
Evidence

Other
Info

URL https://ga.lacommunitybank.com/site/board-of-directors/details/278

Method GET

Attack
Evidence

Other
Info

URL https://ga.lacommunitybank.com/site/branches

Method GET
Attack
Evidence

Other
Info

URL https://ga.lacommunitybank.com/site/business/b-loans
Method GET
Attack
Evidence

Other
Info

URL https://ga.lacommunitybank.com/site/business/details/262

Method GET
Attack
Evidence

Other
Info

URL https://ga.lacommunitybank.com/site/business/open-a-b-account

Method GET
Attack
Evidence

Other
Info

URL https://ga.lacommunitybank.com/site/contact-us

Method GET
Attack
Evidence

Other
Info

URL https://ga.lacommunitybank.com/site/gallery



https://qa.lacommunitybank.com/site/board-of-directors/details/270
https://qa.lacommunitybank.com/site/board-of-directors/details/278
https://qa.lacommunitybank.com/site/branches
https://qa.lacommunitybank.com/site/business/b-loans
https://qa.lacommunitybank.com/site/business/details/262
https://qa.lacommunitybank.com/site/business/open-a-b-account
https://qa.lacommunitybank.com/site/contact-us
https://qa.lacommunitybank.com/site/gallery
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GET

https://ga.lacommunitybank.com/site/gallery/details/1

GET

https://ga.lacommunitybank.com/site/gallery/details/2

GET

https://ga.lacommunitybank.com/site/gallery/details/4

GET

https://ga.lacommunitybank.com/site/gallery/details/5

GET

https://ga.lacommunitybank.com/site/investor-relations/annual-report

GET

https://ga.lacommunitybank.com/site/investor-relations/share-offer-forms

GET

https://ga.lacommunitybank.com/site/loans/details/235
GET


https://qa.lacommunitybank.com/site/gallery/details/1
https://qa.lacommunitybank.com/site/gallery/details/2
https://qa.lacommunitybank.com/site/gallery/details/4
https://qa.lacommunitybank.com/site/gallery/details/5
https://qa.lacommunitybank.com/site/investor-relations/annual-report
https://qa.lacommunitybank.com/site/investor-relations/share-offer-forms
https://qa.lacommunitybank.com/site/loans/details/235
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https://ga.lacommunitybank.com/site/loans/details/238

GET

https://ga.lacommunitybank.com/site/loans/details/239

GET

https://ga.lacommunitybank.com/site/loans/details/240

GET

https://ga.lacommunitybank.com/site/loans/details/241

GET

https://ga.lacommunitybank.com/site/management/details/269
GET

https://ga.lacommunitybank.com/site/management/details/282

GET

https://ga.lacommunitybank.com/site/management/details/283

GET


https://qa.lacommunitybank.com/site/loans/details/238
https://qa.lacommunitybank.com/site/loans/details/239
https://qa.lacommunitybank.com/site/loans/details/240
https://qa.lacommunitybank.com/site/loans/details/241
https://qa.lacommunitybank.com/site/management/details/269
https://qa.lacommunitybank.com/site/management/details/282
https://qa.lacommunitybank.com/site/management/details/283
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https://ga.lacommunitybank.com/site/management/details/61

GET

https://ga.lacommunitybank.com/site/open-a-b-account/details/248
GET

https://ga.lacommunitybank.com/site/open-a-b-account/details/249

GET

https://ga.lacommunitybank.com/site/open-an-account/details/242

GET

https://ga.lacommunitybank.com/site/open-an-account/details/243

GET

https://ga.lacommunitybank.com/site/open-an-account/details/244

GET

https://ga.lacommunitybank.com/site/open-an-account/details/245

GET



https://qa.lacommunitybank.com/site/management/details/61
https://qa.lacommunitybank.com/site/open-a-b-account/details/248
https://qa.lacommunitybank.com/site/open-a-b-account/details/249
https://qa.lacommunitybank.com/site/open-an-account/details/242
https://qa.lacommunitybank.com/site/open-an-account/details/243
https://qa.lacommunitybank.com/site/open-an-account/details/244
https://qa.lacommunitybank.com/site/open-an-account/details/245
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https://ga.lacommunitybank.com/site/open-an-account/details/246

GET

https://ga.lacommunitybank.com/site/open-an-account/details/247

GET

https://ga.lacommunitybank.com/site/open-an-account/details/279

GET

https://ga.lacommunitybank.com/site/personal/loans
GET

https://ga.lacommunitybank.com/site/personal/open-an-account

GET

https://ga.lacommunitybank.com/site/serve/details/254
GET

https://ga.lacommunitybank.com/site/serve/details/255

GET

https://ga.lacommunitybank.com/site/serve/details/263

GET


https://qa.lacommunitybank.com/site/open-an-account/details/246
https://qa.lacommunitybank.com/site/open-an-account/details/247
https://qa.lacommunitybank.com/site/open-an-account/details/279
https://qa.lacommunitybank.com/site/personal/loans
https://qa.lacommunitybank.com/site/personal/open-an-account
https://qa.lacommunitybank.com/site/serve/details/254
https://qa.lacommunitybank.com/site/serve/details/255
https://qa.lacommunitybank.com/site/serve/details/263
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Solution

https://ga.lacommunitybank.com/site/serve/details/264

GET

https://ga.lacommunitybank.com/site/serve/details/265

GET

https://ga.lacommunitybank.com/site/services/business

GET

https://ga.lacommunitybank.com/site/services/digital

GET

https://ga.lacommunitybank.com/site/services/personal

GET

https://ga.lacommunitybank.com/site/services/serve

GET

52

For secure content, ensure the cache-control HTTP header is set with "no-cache, no-store,
must-revalidate". If an asset should be cached consider setting the directives "public, max-
age, immutable".


https://qa.lacommunitybank.com/site/serve/details/264
https://qa.lacommunitybank.com/site/serve/details/265
https://qa.lacommunitybank.com/site/services/business
https://qa.lacommunitybank.com/site/services/digital
https://qa.lacommunitybank.com/site/services/personal
https://qa.lacommunitybank.com/site/services/serve

https://cheatsheetseries.owasp.org/cheatsheets/Session_Management Cheat Sheet.
Reference html#web-content-caching

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Cache-Control

https://grayduck.mn/2021/09/13/cache-control-recommendations/

CWE Id 925
WASC Id 13
Plugin Id 10015

Informational User Agent Fuzzer

Check for differences in response based on fuzzed User Agent (eg. mobile sites, access as
Description a Search Engine Crawler). Compares the response statuscode and the hashcode of the
response body with the original response.

URL https://ga.lacommunitybank.com/site
Method GET
Attack Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)
Evidence
Other
Info
URL https://ga.lacommunitybank.com/site
Method GET
Attack Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0)
Evidence
Other
Info
URL https://ga.lacommunitybank.com/site
Method GET
Attack Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1)
Evidence
Other
Info
URL https://ga.lacommunitybank.com/site
Method GET
Attack Mozilla/5.0 (Windows NT 10.0; Trident/7.0; rv:11.0) like Gecko
Evidence
Other
Info
URL https://ga.lacommunitybank.com/site
Method GET
Attack Mozilla/5.0 (Windows NT 1.0.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/75.0.3739.0 Safari/537.36 Edg/75.0.109.0
Evidence
Other
Info
URL https://ga.lacommunitybank.com/site
Method GET
Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)

Chrome/91.0.4472.124 Safari/537.36


https://cheatsheetseries.owasp.org/cheatsheets/Session_Management_Cheat_Sheet.html#web-content-caching
https://cheatsheetseries.owasp.org/cheatsheets/Session_Management_Cheat_Sheet.html#web-content-caching
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Cache-Control
https://grayduck.mn/2021/09/13/cache-control-recommendations/
https://cwe.mitre.org/data/definitions/525.html
https://www.zaproxy.org/docs/alerts/10015/
https://qa.lacommunitybank.com/site
https://qa.lacommunitybank.com/site
https://qa.lacommunitybank.com/site
https://qa.lacommunitybank.com/site
https://qa.lacommunitybank.com/site
https://qa.lacommunitybank.com/site
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https://ga.lacommunitybank.com/site

GET
Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0) Gecko/20100101 Firefox/91.0

https://ga.lacommunitybank.com/site

GET
Mozilla/5.0 (compatible; Googlebot/2.1; +http://www.google.com/bot.html)

https://ga.lacommunitybank.com/site

GET
Mozilla/5.0 (compatible; Yahoo! Slurp; http://help.yahoo.com/help/us/ysearch/slurp)

https://ga.lacommunitybank.com/site

GET

Mozilla/5.0 (iPhone; CPU iPhone OS 8 0_2 like Mac OS X) AppleWebKit/600.1.4 (KHTML,
like Gecko) Version/8.0 Mobile/12A366 Safari/600.1.4

https://ga.lacommunitybank.com/site
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Attack

Evidence

Other
Info

URL
Method

Attack

Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL
Method

GET
Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1)

https://ga.lacommunitybank.com/site/gallery/details/1

GET

Mozilla/5.0 (Windows NT 10.0; Trident/7.0; rv:11.0) like Gecko

https://ga.lacommunitybank.com/site/gallery/details/1
GET

Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/75.0.3739.0 Safari/537.36 Edg/75.0.109.0

https://ga.lacommunitybank.com/site/gallery/details/1
GET

Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/91.0.4472.124 Safari/537.36

https://ga.lacommunitybank.com/site/gallery/details/1
GET
Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0) Gecko/20100101 Firefox/91.0

https://ga.lacommunitybank.com/site/gallery/details/1

GET

Mozilla/5.0 (compatible; Yahoo! Slurp; http://help.yahoo.com/help/us/ysearch/slurp)

https://ga.lacommunitybank.com/site/gallery/details/1

GET

msnbot/1.1 (+http://search.msn.com/msnbot.htm)

https://ga.lacommunitybank.com/site/gallery/details/2

GET



https://qa.lacommunitybank.com/site/gallery/details/1
https://qa.lacommunitybank.com/site/gallery/details/1
https://qa.lacommunitybank.com/site/gallery/details/1
https://qa.lacommunitybank.com/site/gallery/details/1
https://qa.lacommunitybank.com/site/gallery/details/1
https://qa.lacommunitybank.com/site/gallery/details/1
https://qa.lacommunitybank.com/site/gallery/details/2

Attack Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)

Evidence
Other
Info

URL https://ga.lacommunitybank.com/site/gallery/details/2
Method GET
Attack Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0)
Evidence
Other
Info

URL https://ga.lacommunitybank.com/site/gallery/details/2
Method GET
Attack Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1)
Evidence
Other
Info

URL https://ga.lacommunitybank.com/site/gallery/details/2
Method GET
Attack Mozilla/5.0 (Windows NT 1_0.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)

Chrome/75.0.3739.0 Safari/537.36 Edg/75.0.109.0

Evidence
Other
Info

URL https://ga.lacommunitybank.com/site/gallery/details/2
Method GET
Attack Mozilla/5.0 (Windows NT 10.(_); Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)

Chrome/91.0.4472.124 Safari/537.36

Evidence
Other
Info

URL https://ga.lacommunitybank.com/site/gallery/details/2
Method GET
Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0) Gecko/20100101 Firefox/91.0
Evidence
Other
Info

URL https://ga.lacommunitybank.com/site/gallery/details/2
Method GET
Attack Mozilla/5.0 (compatible; Googlebot/2.1; +http://www.google.com/bot.html)
Evidence
Other
Info

URL https://ga.lacommunitybank.com/site/gallery/details/2

Method GET


https://qa.lacommunitybank.com/site/gallery/details/2
https://qa.lacommunitybank.com/site/gallery/details/2
https://qa.lacommunitybank.com/site/gallery/details/2
https://qa.lacommunitybank.com/site/gallery/details/2
https://qa.lacommunitybank.com/site/gallery/details/2
https://qa.lacommunitybank.com/site/gallery/details/2
https://qa.lacommunitybank.com/site/gallery/details/2

Attack
Evidence

Other
Info

URL
Method

Attack

Evidence

Other
Info

URL
Method

Attack

Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL
Method
Attack

Mozilla/5.0 (compatible; Yahoo! Slurp; http://help.yahoo.com/help/us/ysearch/slurp)

https://ga.lacommunitybank.com/site/gallery/details/2
GET

Mozilla/5.0 (iPhone; CPU iPhone OS 8_0_2 like Mac OS X) AppleWebKit/600.1.4 (KHTML,
like Gecko) Version/8.0 Mobile/12A366 Safari/600.1.4

https://ga.lacommunitybank.com/site/gallery/details/2
GET

Mozilla/5.0 (iPhone; U; CPU iPhone OS 3_0 like Mac OS X; en-us) AppleWebKit/528.18
(KHTML, like Gecko) Version/4.0 Mobile/7A341 Safari/528.16

https://ga.lacommunitybank.com/site/gallery/details/2

GET

msnbot/1.1 (+http://search.msn.com/msnbot.htm)

https://ga.lacommunitybank.com/site/gallery/details/4

GET

Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)

https://ga.lacommunitybank.com/site/gallery/details/4

GET

Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0)

https://ga.lacommunitybank.com/site/gallery/details/4
GET

Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1)

https://ga.lacommunitybank.com/site/gallery/details/4
GET
Mozilla/5.0 (Windows NT 10.0; Trident/7.0; rv:11.0) like Gecko



https://qa.lacommunitybank.com/site/gallery/details/2
https://qa.lacommunitybank.com/site/gallery/details/2
https://qa.lacommunitybank.com/site/gallery/details/2
https://qa.lacommunitybank.com/site/gallery/details/4
https://qa.lacommunitybank.com/site/gallery/details/4
https://qa.lacommunitybank.com/site/gallery/details/4
https://qa.lacommunitybank.com/site/gallery/details/4

Evidence

Other
Info

URL
Method

Attack

Evidence

Other
Info

URL
Method

Attack

Evidence

Other
Info

URL
Method

Attack

Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL
Method

https://ga.lacommunitybank.com/site/gallery/details/4
GET

Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/91.0.4472.124 Safari/537.36

https://ga.lacommunitybank.com/site/gallery/details/4
GET

Mozilla/5.0 (iPhone; CPU iPhone OS 8_0_2 like Mac OS X) AppleWebKit/600.1.4 (KHTML,
like Gecko) Version/8.0 Mobile/12A366 Safari/600.1.4

https://ga.lacommunitybank.com/site/gallery/details/4
GET

Mozilla/5.0 (iPhone; U; CPU iPhone OS 3_0 like Mac OS X; en-us) AppleWebKit/528.18
(KHTML, like Gecko) Version/4.0 Mobile/7A341 Safari/528.16

https://ga.lacommunitybank.com/site/gallery/details/4

GET

msnbot/1.1 (+http://search.msn.com/msnbot.htm)

https://ga.lacommunitybank.com/site/gallery/details/5

GET

Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)

https://ga.lacommunitybank.com/site/gallery/details/5
GET
Mozilla/5.0 (Windows NT 10.0; Trident/7.0; rv:11.0) like Gecko

https://ga.lacommunitybank.com/site/gallery/details/5
GET

Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)


https://qa.lacommunitybank.com/site/gallery/details/4
https://qa.lacommunitybank.com/site/gallery/details/4
https://qa.lacommunitybank.com/site/gallery/details/4
https://qa.lacommunitybank.com/site/gallery/details/4
https://qa.lacommunitybank.com/site/gallery/details/5
https://qa.lacommunitybank.com/site/gallery/details/5
https://qa.lacommunitybank.com/site/gallery/details/5

Attack Chrome/75.0.3739.0 Safari/537.36 Edg/75.0.109.0

Evidence
Other
Info
URL https://ga.lacommunitybank.com/site/gallery/details/5
Method GET
Attack Mozilla/5.0 (Windows NT 10.(_); Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/91.0.4472.124 Safari/537.36
Evidence
Other
Info
URL https://ga.lacommunitybank.com/site/gallery/details/5
Method GET
Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0) Gecko/20100101 Firefox/91.0
Evidence
Other
Info
URL https://ga.lacommunitybank.com/site/gallery/details/5
Method GET
Attack Mozilla/5.0 (compatible; Googlebot/2.1; +http://www.google.com/bot.html)
Evidence
Other
Info
URL https://ga.lacommunitybank.com/site/gallery/details/5
Method GET
Attack Mozilla/5.0 (iPho_ne; CPU iPhone 0S8_0_2 Ii_ke Mac OS X) AppleWebKit/600.1.4 (KHTML,
like Gecko) Version/8.0 Mobile/12A366 Safari/600.1.4
Evidence
Other
Info
URL https://ga.lacommunitybank.com/site/img
Method GET
Attack Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)
Evidence
Other
Info
URL https://ga.lacommunitybank.com/site/img
Method GET
Attack Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0)
Evidence
Other
Info
URL https://ga.lacommunitybank.com/site/img
Method GET

Attack Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1)


https://qa.lacommunitybank.com/site/gallery/details/5
https://qa.lacommunitybank.com/site/gallery/details/5
https://qa.lacommunitybank.com/site/gallery/details/5
https://qa.lacommunitybank.com/site/gallery/details/5
https://qa.lacommunitybank.com/site/img
https://qa.lacommunitybank.com/site/img
https://qa.lacommunitybank.com/site/img

Evidence

Other
Info
URL https://ga.lacommunitybank.com/site/img
Method GET
Attack Mozilla/5.0 (Windows NT 10.0; Trident/7.0; rv:11.0) like Gecko
Evidence
Other
Info
URL https://ga.lacommunitybank.com/site/img
Method GET
Attack Mozilla/5.0 (Windows NT 1_0.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/75.0.3739.0 Safari/537.36 Edg/75.0.109.0
Evidence
Other
Info
URL https://ga.lacommunitybank.com/site/img
Method GET
Attack Mozilla/5.0 (Windows NT 10.Q; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/91.0.4472.124 Safari/537.36
Evidence
Other
Info
URL https://ga.lacommunitybank.com/site/img
Method GET
Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0) Gecko/20100101 Firefox/91.0
Evidence
Other
Info
URL https://ga.lacommunitybank.com/site/img
Method GET
Attack Mozilla/5.0 (compatible; Googlebot/2.1; +http://www.google.com/bot.html)
Evidence
Other
Info
URL https://ga.lacommunitybank.com/site/img
Method GET
Attack Mozilla/5.0 (compatible; Yahoo! Slurp; http://help.yahoo.com/help/us/ysearch/slurp)
Evidence
Other
Info
URL https://ga.lacommunitybank.com/site/img
Method GET
Attack Mozilla/5.0 (iPhone; CPU iPhone OS 8_0_2 like Mac OS X) AppleWebKit/600.1.4 (KHTML,

like Gecko) Version/8.0 Mobile/12A366 Safari/600.1.4


https://qa.lacommunitybank.com/site/img
https://qa.lacommunitybank.com/site/img
https://qa.lacommunitybank.com/site/img
https://qa.lacommunitybank.com/site/img
https://qa.lacommunitybank.com/site/img
https://qa.lacommunitybank.com/site/img
https://qa.lacommunitybank.com/site/img

Evidence

Other
Info

URL
Method

Attack

Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

Instances
Solution
Reference
CWE Id
WASC Id
Plugin Id

https://ga.lacommunitybank.com/site/img

GET

Mozilla/5.0 (iPhone; U; CPU iPhone OS 3_0 like Mac OS X; en-us) AppleWebKit/528.18
(KHTML, like Gecko) Version/4.0 Mobile/7A341 Safari/528.16

https://ga.lacommunitybank.com/site/img

GET

msnbot/1.1 (+http://search.msn.com/msnbot.htm)

135

https://owasp.org/wstg



https://qa.lacommunitybank.com/site/img
https://qa.lacommunitybank.com/site/img
https://owasp.org/wstg
https://www.zaproxy.org/docs/alerts/10104/
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